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[bookmark: _Toc170288521]Introduction
[bookmark: _Toc170288522]Subject and Purpose of the Technical Guideline
This Technical Guideline (in German Technische Richtlinie, TR) covers Central Bank Digital Currencies (CBDCs). CBDCs are electronic forms of money that are issued and managed by an official body (e. g. a central bank) in the same way as cash. They must not be confused with so-called ‘cryptocurrencies’ which are not within the scope of this TR. 
CBDCs cannot replace all properties of cash. But it can complement in places where it provides additional functionality and facilitates further use cases. Annex A: ‘Comparation of CBDC and cash’ offers a comparison of CBDC and cash. 
The purpose of this Technical Guideline is to define a standard that specifies an appropriate level of IT security for the use of CBDC. It is aimed at both public bodies and private developers of applications for CBDC. 
This (second) part of the TR refers to the frontend systems supporting the CBDC ecosystem. CBDCs are stored in so called wallets, from which the possible transactions are also started. 
The TR therefore focuses on the requirements for the secure design of the frontend in line with the security by design idea and addresses the issuers of the wallets here and then on the processes that are important to assist the end-user in carrying out the corresponding actions. The corresponding requirements of the central backend system are taken into account in the TR Backend [1]. 
To achieve these goals, targets are defined, threats addressed, and potential requirements that protect and mitigate threats are defined.
The Technical Guideline is aimed primarily at manufacturers of wallets and wallet providers. In particular, it addresses the parts of the companies that accompany the implementation of IT security-related functions on the basis of the processual framework conditions.  
[bookmark: _Toc170288523]Scope
The management of CBDCs will take place in different types of wallets and wallet applications. The tasks of the wallets include storage of notes as well as execution of the various transactions related to central bank digital money. 
Therefore, this part of the Technical Guideline on the design of secure CBDC deals with the requirements for IT security aspects of the frontend for the management of digital central bank currencies. 
Overall, the digital central bank money, as well as the previously known central bank money, must be fully available. Thus, it is necessary that legally secure transactions can be processed online and possibly also offline. 
This Technical Guideline is therefore intended to help developers and providers of wallets for digital central bank currencies to take into account the necessary aspects from the outset according to the principle of security by design, thereby making wallets secure and enabling secure transactions. 
Cryptocurrencies not issued and managed by an official body do not fall within the scope of this TR. Furthermore, this TR does not contain an exhaustive treatment of data protection requirements, and compliance with this TR does not necessarily mean compliance with the General Data Protection Regulation (GDPR [2]). Similarly, this TR contains some references to Know Your Customer (KYC) and Anti-Money Laundering (AML) Regulation, but explicit provisions in this sense do not fall within the scope of this TR.
[bookmark: _Toc170288524]Overview of the Technical Guideline
This Technical Guideline seamlessly follows TR-03179-1 and has the subject matter to ensure the security framework conditions, especially for use in the context of interactions between participating parties. 
Chapter 2 of the Technical Guideline discusses basic high-level security properties. Chapter 3 and 4 explain process/object-oriented security requirements based on threats and specific security objectives.  
In essence, requirements for wallets and other hardware, authorisation, storage, synchronisation with the backend, behaviour in the context of updates, but also transaction-specific security requirements will be defined.
[bookmark: _Toc170288525]Terms & Explanations
	Term
	Description

	SHALL
	This word means that the implementation is an absolute requirement. 

	SHALL NOT 
	This phrase means that the implementation is an absolute prohibition.

	SHOULD
	This word means that the implementation is an absolute requirement unless it is demonstrated that there is no risk to secure operation by not implementing it, or implementation, due to technical limitations, is not currently feasible.

	SHOULD NOT
	This phrase means that the implementation is an absolute prohibition unless it is demonstrated that there is no risk to secure operation by implementing it, or, due to technical limitations, prevention of the prohibited practice is not currently feasible.

	MAY
	This word means that the implementation is optional.


Table 1: Modal verbs and their meaning in this document
	Term
	Description

	Objectives 
	The objectives set out in the relevant chapters are intended to ensure an adequate and sufficient level of security in the use of CBDCs in the respective phase of the life cycle. 

	Threats 
	Threats cover all relevant hazards that can lead to significant damage and which are realistic in the present use case and application environment.

	Requirements 
	In principle, the requirements of Technical Guidelines TR-03161-1 and -2 apply to a wallet that is implemented as an app on a mobile device. In addition, the requirements listed in this TR apply. In case of doubt, the requirements listed in this section take precedence. 
It is necessary to define different requirements that take the specific conditions of CBDC into account. With the CBDC system, the security objectives must be met to a high degree of confidentiality, availability and integrity, because only then can the necessary trust be gained in a new solution. 


Table 2: Definition of basic terms and their usage in this document 
[bookmark: _Toc170288526] Conditions and alliance with other publications
To use CBDC, applications known as ‘apps’ are needed that run on a mobile platform, here primarily on a smartphone. The mobile applications can be divided into native applications that run directly on the smartphone platform and web applications for mobile use. Hybrid solutions that combine both approaches are also conceivable, but not explicitly discussed in this TR. 
For the purposes of this Technical Guideline, mobile applications are understood as synonymous with native apps. In this context, web applications can be run on a mobile device, but also on (stationary) personal computers. 
For users who do not have access to the above described devices, , this TR also considers the use of smartcards and other hardware form factors as a variant of using CBDC notes. 
In addition to the requirements of this Technical Guideline on frontend systems, on the use of CBDC, there are other publications whose requirements for technical solutions should be taken into account during development, as they include basic IT security aspects:
· BSI-TR-02102 Cryptographic measures [3]
· BSI TR-03107 Elektronische Identitäten und Vertrauensdienste im E-Government [4]
· BSI TR-03116 Kryptographische Vorgaben für Projekte der Bundesregierung [5]
· BSI TR-03119 - Requirements for Smart Card Readers Supporting eID and eSign Based on Extended Access Control [6]
· BSI TR-03151 Secure Element API (SE API) [7]
· BSI TR-03161 Anforderungen an Anwendungen im Gesundheitswesen - Teil 1: Mobile Anwendungen [8]
· BSI TR-03161 Anforderungen an Anwendungen im Gesundheitswesen - Teil 2: Web-Anwendungen [9]
· BSI TR-03166 Technical Guideline for Biometric Authentication Components in Devices for Authentication [10].

[bookmark: _Toc170288527]Overview of security requirements
[bookmark: _Toc170288528]Life cycle, entities and components
This part of the Technical Guideline represents the life cycle of the wallet and the corresponding components that require the use of the CBDC notes. The use of the wallet begins with the onboarding, in which access to the wallet is established. This includes the download or purchase of the wallet and, depending on the type of wallet, the personal identification of the user. These points are not further considered in this technical guideline. 
This Technical Guideline provides information on the following important phases for the life cycle of a wallet:
· Authentication and authorisation
· User authentication to open the wallet
· Authorisation of Transactions
· Exchange
· Loading wallet
· Receiving CBDC notes
· Storage
· Secure storage of CBDC notes
· Denomination of CBDC notes 
· Copy protection, integrity protection and misuse protection
· Update
· Update of a wallet 
· Update of CBDC notes
· Wallet accounting
· Transparency about personal transactions and balance
· Transactions Payment
· Transactions between different wallet software  
· Validity check
· Verification of transactions or notes, which takes place mainly in the CBDC backend system, is an important point in the use of wallets. For more information see TR Backend [1]
· Restrictions on wallet access
· Reactivation
· Blocking 
· Locking
· Deletion 
· Exchange of CBDC balances 
· Delete user data 
· Delete the wallet software
[bookmark: _Ref155622469][bookmark: _Toc170288529]General considerations
[bookmark: _Toc170288530]Delegation of responsibility
When assigning responsible entities for the requirements laid down in several chapters, this part of the Technical Guideline uses the term ‘the wallet provider’ to clarify that ultimate responsibility for the IT security of the wallets lies with their respective wallet provider. That notwithstanding, in practice it is reasonable to expect that a wallet provider may delegate its responsibilities partly or entirely to other supporting entities. Clear legal and organisational processes will be necessary to guarantee that the supporting entities satisfy all requirements delegated to them by the wallet provider, but such processes are not in the scope of this Technical Guideline. 
[bookmark: _Toc170288531]Crypto-agility
Regardless of its concrete implementation, the CBDC system will make heavy use of cryptographic protocols and algorithms to ensure the IT security of all processes. In particular, the CBDC notes themselves will involve cryptographic algorithms for protecting their integrity and authenticity, thus preventing use of counterfeit money.
The level of security which specific cryptographic protocols and algorithms can provide against attacks is not static but decreases over time. This is due to the gradual increase in computing power, to algorithmic and technical improvements, and to unexpected security breaches. Overall, this leads to an arms race similar to the one which exists for traditional central bank money (i. e. physical cash). Physical cash contains a certain set of security features, which attackers must replicate to be able to use counterfeit money without being detected. Over time, attackers’ skills and equipment evolve, and from time to time existing security features must be modified or new ones added to maintain the desired level of security against counterfeit money.
The same requirement arises for CBDC notes, for which it is necessary to update the cryptographic protocols and algorithms before they lose their security guarantees. A security update can consist in a change of parameters, but also in the replacement of algorithms or protocols by different ones with higher security guarantees. A process must be in place to carry out these updates in an efficient way. Predictions on the exact time when the security guarantee of algorithms will expire are impossible, and the degree of uncertainty of predictions becomes substantial when looking more than a few years ahead, while surprises and rapid deterioration of the security level are in principle always possible. For this reason, following the principle of security by design, an update process must be an integral part of the CBDC system from the start to ensure the CBDC can still be securely used in the future.
[bookmark: _Ref160015550][bookmark: _Toc170288532]Use cases
Although the Technical Guideline refers occasionally to the use cases described below, no concrete differences are made within the scope of the requirements. Especially the use of CBDCs in the M2M environment requires (political) decisions, since machines act for natural or legal persons, but do not have a clear identity. It is necessary to define within a legal framework how payments can be clearly assigned to them or how payments can be demanded from them. 
In this TR, a use case describes a possible payment method or the possible functions of a wallet for the use of CBDCs. Not every wallet will be able to cover all use cases or functions. This is already evident when considering P2P to M2M payments.
The next section therefore looks at exemplary use cases as general payment scenarios for CBDCs. Further use cases and functionalities are possible in order to keep the further design of the digital currency flexible in this official phase of development.
Person-to-person transactions (P2P)
The electronic transfer of CBDC between two parties with individual wallets are P2P payments. The recipient of the transaction can be selected on the basis of an individual identifier, e. g. user name, e-mail address or telephone number. The amount and purpose of a transfer must be entered and then the transaction must be approved. A distinction must be made between P2P payments in which the persons are physically present and those in which the transaction participants depend on the use of remote communication.
Business related transactions
The payments in this section are transactions between wallets that can be held by different types of participants. The Payments must be executed within a few seconds, similar to SEPA instant payments. In addition, the payments must be instant and traceable. Some types are described below.
Person to Business (P2B) 
P2B means transactions between private individuals (consumers/buyers) and merchants (sellers) in which buyers pay for products and services. An example are the consumer-to-business payments, which are made in a retail store (Point of Sale, POS) or online (eCommerce).
Business to Business (B2B)
Business-to-business payments or B2B payments are the transfer of value from buyer to supplier for goods or services. One can also say, that B2B payments are transactions between companies, for example, involving a manufacturer and a wholesaler or a wholesaler and a retailer. An example for the B2B payments are the Business-induced payments, which are Payment from one company to another.
Business to Person (B2P)
B2P includes every non-salary payment issued by a company to an individual: corporate accounts payable, insurance claims, healthcare reimbursements, legal settlements, loan disbursements — the list is not exhaustive.
Governmental related transactions
The following use cases describe payments with the government as an involved party. These wallets may be comparable to the business related transaction.
X2G (person or business-to-government) 
X2G payments mean payments to the government such as taxes.
G2X (government-to-person or business) 
G2X payments mean payments from the government such as grants or subventions.
Machine-to-Machine transactions (M2M)
M2M is an important use case in the progressive digitalisation process. M2M payments must be made within a short period of time between wallets held by computer systems. These wallets are virtually part of or connected to the machines. 
Here in this TR, this type of transaction is not explicitly taken into account. For this purpose, however, the basic requirements for wallets and transactions also apply.
Transaction features
The following features can be part of the above enumerated use cases.
Instant Payments
These are payment transactions that are credited immediately after the payment has been made. This feature should be part of every use case. 
Recurring payments
Wallets/applications need to be able to manage recurring payments, for example, for salary payments or subscriptions. Recurring payments can be part of P2P payments.
Cross-border interoperability
Transactions from the bank account to different kinds of wallets and between wallets must also be possible, even across national borders. Appropriate fees may then be charged for this. CBDC must be as universally usable as cash. Therefore it should be compatible with other digital currencies so that financial flows can be executed globally. This feature should be part of every use case.
Refund of a payment / reversal
In principle it is excluded that payments can be withdrawn by the payer. Nevertheless, it is necessary to use wallets to map processes such as the reversal of transactions (e. g., return of goods in an online transaction). Refunding payments can be especially part of P2B payments (cf. 2.2.5.4 ‘Reversing a transaction’).
[bookmark: _Toc170288533]Wallets
Wallets are a central part of the CBDC infrastructure. They are the place where the CBDC notes are kept safe. They are a physical medium, hardware (device) or software (program, service) used by CBDC users to store the notes. Wallets interact with the backend depending on the layout and are used to track property as well as sending and receiving CBDC notes. 
Wallets are installed and held by natural persons. In the B2X and G2X areas, it may be necessary that several employees have access to the company wallet. However, since the tokens are uniquely bound to the corresponding hardware, it is not technically possible to issue individual hardware tokens to the employees that all access the same wallet. Further development is necessary, for example, of functions at the meta level that allow binding several wallets to a single company accounts. However, this aspect is not covered in this TR.
There are different types of wallets for different user requirements, for different use cases and ways of use, see also 2.2.3 ‘Use cases’.
Also, an integration of CBDC wallets into the planned EU Digital Identity Wallet (EUDI-Wallet) is currently discussed. The design should take care that both wallet types are compatible with each other.  
Form factors
The different design of the wallets can be shown in different form factors, so a wallet can be implemented both as an app on a smartphone as well as a web frontend or as hardware solutions such as smart cards or hardware tokens in USB sticks, wearables or key rings. When choosing the form factor, it is important to know that not every form factor can cover every functionality of a wallet. 
It is common to hardware wallets that they have a chip integrated, but they are without a permanent internet connection. The chip provides sufficient storage space for the CBDC notes and the necessary cryptographic processes. For software wallets, this information is stored in a secure way on the mobile device as described in 3.2 ‘Hardware and interfaces’. 
For the full use of wallets without an internet connection, contact with a card reader which is approved for payment transactions is necessary. These wallets communicate with each other, for example, with Near Field Communication (NFC). Possible extensions to a hardware wallet would be fingerprint readers that can be used as part of multi-factor authentication, or a screen that displays the current CBDC cash balance. However, these extensions are as optional as additional communication interfaces. 
In order to operate software wallets securely on mobile devices, these devices must have a (embedded) secured hardware anchor. Only through the use of hardware security, in which cryptographic operations are performed using hardware security, functionalities such as offline payments can be activated. Requirements for the security of general smartphone applications, which could include wallets, can be found e. g. in TR-03161-1 [8].
[bookmark: _Ref165986865]Personalised or anonymous wallets
There is not only a distinction between software and hardware wallets. It is also important to distinguish between ‘personalised’ and ‘anonymous’ wallets (cf. TR Backend [1]). 
For example, the settlement of bills often involves invoice numbers or customer IDs and is intentionally traceable to a specific user. However, in other cases, e. g. occasional or low-valued P2P payments, users may wish to settle transactions anonymously.
While it is clear that users may have a legitimate interest in the execution of payments without being subject to full monitoring, it is also clear that completely anonymous CBDCs are at odds with existing KYC rules and AML regulation and could be abused for illegal purposes. One general approach to address this dilemma is to use different types of wallets with different functionality. Depending on the amount of personal information they require, wallets may only allow making payments subject to certain restrictions (e. g., amount of money stored, number of payments per day, amount of money per transaction or per day) or without any such restrictions (apart from general restrictions should the central bank see fit to impose them). This approach can give rise to (at least) two types of wallets: personalised wallets and fully anonymous wallets.
Personalised wallets are suitable for full participation in the CBDC system, while for ‘anonymous’ wallets a limited range of functions is expected. When designing anonymous wallets, which could, for example, be designed as anonymous prepaid cards, it must be determined whether they are registered like prepaid SIM cards, but the buyer is not recorded separately.
To give users full flexibility, it would be conceivable that ‘hybrid’ software wallets host different wallet accounts with different degrees of personalisation so that both personalised and anonymous transactions can be made. It is necessary to clarify whether and how possible restrictions are checked afterwards. 

Definitions and regulations on the part of the legislator are still necessary. For example, it is necessary to determine whether a user may have multiple wallets. If this is possible, it must be determined how many wallets can be held by one person. Limiting the number of wallets could be used to monitor the so-called holding limits in wallets (cf. 2.2.4.3 ‘Holding limits’).  However, any further discussion about the number of wallets a user is allowed to hold and how this limit would be enforced and controlled is out of scope of this TR.Figure 1: Types of wallets

[bookmark: _Ref165371978]Holding limits
Holding limits or a cap on holding CBDC notes are planned to be prepared for disruptions in the banking and financial system in the event of a financial crisis. With a holding limit, CBDC wallets cannot be used as a financial investment product. If customers suddenly want to empty their accounts, there can be no financial crash due to the limited framework. 
A fixed cap for holding CBDC notes would be conceivable as possible forms of capping, but also the introduction of thresholds where an unattractive interest rate threatens if exceeded. 
Nevertheless, even with a fixed ceiling, payments must be simple and efficient. If the limit is reached, the excess balance can be transferred directly to a bank account. Business users in particular must be able to accumulate stocks of digital euros in order to be able to make all the required payments. These requirements also apply to public authorities and the public service, so that CBDC can also be used without restriction, regardless of holding limits. 
For anonymous wallets that do not have an account in the background, the limit will be lower than for personalised wallets. 
In summary, a fixed connection to a bank account is needed to be able to receive larger amounts than the set holding limits, as the money cannot be stored in the CBDC wallet. In the case of anonymous wallets, it is also not possible to store higher amounts above the holding limit, as the transfer to an account is not possible, so that corresponding transactions are not carried out.
Token-based approach versus account-based approach
There are two different approaches to organising CBDC notes in a wallet. The token-based approach treats each CBDC note as an individual token that can be stored or transferred and is as such similar to a classical bank note. On the other hand, in the account-based approach, the wallet only stores the total balance of a user’s account but no individual CBDC notes. So as not to give the perception of favouring one approach over the other, this part of the TR will not use the terms ‘account’ and ‘token’ and will speak of ‘CBDC notes’ instead. That means, ‘CBDC note’ will refer to a piece of data representing a certain amount of CBDC. In particular, in the account-based approach, an account will be treated as one single CBDC note, parts of which may be spent in a transaction and into which all incoming CBDC notes are automatically aggregated (see also TR Backend [1]).
While viewing an account as a CBDC note of its own may be convenient for certain technical aspects, there are still differences between the account-based and the token-based approach that must be considered.
One advantage usually ascribed to the account-based approach is that it is considered to be more easily compatible with AML regulation: For example, if the CBDC note representing a user’s total balance has reached a certain amount, the wallet may refuse to receive any further payments, thus enforcing a limit on the CBDC amount a user is allowed to hold. In a token-based approach, however, there is no explicit information about a user’s total balance. Enforcing a limit would therefore require some additional measures on the wallet-side allowing it to keep up with the total amount of CBDC notes it stores.
As seen in 2.2.4.2 ‘Personalised or anonymous wallets’, wallets may come with different degrees of anonymity. CBDC notes, on the other hand, are not supposed to reveal any information about their owner. In the token-based approach, this seeming conflict may easily be resolved, as there is a natural distinction between CBDC notes and the wallet. Implementations that take the account-based approach, however, must take care to preserve a strict separation between the possibly personalised wallet and the account stored on it so as not to leak personal information in the transactions.
While this separation is important to maintain privacy, it poses problems to security: In order to authenticate payments and to avoid double spending, all transactions and the involved CBDC notes will need to pass some background validity check (see TR Backend [1]). In the token-based approach, this validity check can be performed on the individual CBDC notes themselves. In the account-based approach, however, all received CBDC notes are merged into the total balance, so that, without further arrangements, the original CBDC notes can no longer be traced nor preserve a proof of their validity. Instead, in this approach, trust in a transaction’s validity is often replaced by trust in the correct authentication of the wallet owner. This, however, is in conflict with the privacy considerations above, which implementations must resolve. In any case, implementations must ensure that merging a CBDC note into the total balance does not discard any information that is necessary to perform the validity check, even if the check has to be postponed until an online connection can be established.
Exchange
The meaning of exchange in the context of the Technical Guideline is the change of cash — or fiat money - into digital currency. The exchange points do not necessarily have to be controlled and operated by the central bank. On the technical level, exchanging CBDC notes against fiat money consists of a CBDC payment and a fiat money transaction. In the case of CBDC notes, it must be clear that the notes are only created by the central bank. Corresponding wallets check the notes and only accept genuine notes issued by the central bank. In return, only genuine notes are converted back into cash or fiat money. 
Corresponding checks – the so-called validity check – take place in the CBDC backend system.
Onboarding
Onboarding is clearly regulated in the banking sector. If we assume that a wallet is linked to an account, the user is already identified by the bank’s account opening. That means, if there is an existing business relationship, the data already collected should be used and not requested again. If there is no existing business relationship, the user has to be onboarded by the wallet provider by an onboarding process and performs know your customer (KYC) checks. 
In the case of a wallet that is not linked to an account for example a wallet that runs on a prepaid basis, it must be clarified whether an identification must also be carried out in accordance with applicable law.  
However, the steps of identification and the further onboarding process are not the subject of this document (see Assumption A.06). Other aspects of the onboarding process, in particular those relating to authentication and authorisation and the provision of appropriate means of authentication, are mentioned in 3.3 ‘Authentication and authorisation’. 
[bookmark: _Ref169037480]Restrictions on access
While using a wallet, it may become necessary to disable the wallet and restrict access to the CBDC notes contained therein. This can be a temporary deactivation of the wallet by the users, if they know that they will not use the wallet for a while. The state can be reversed in a controlled manner with a reactivation of the wallet. Due to the loss of the wallet or unwanted events such as security issues, it may become necessary for the user to lock the wallet remotely. This condition can also be removed at the user’s request.
It is also possible to block the wallet, which can only be done by a competent authority such as the central bank. 
Deactivation 
The user decides not to use the wallet for a longer period of time. In this case, processes or functions that allow temporary, reversible deactivation of the wallet are useful. The goal of deactivation is to reduce any risks during non-use, such as unnoticed access, by, for example, shutting off unnecessary interface functions. Functions that require occasional communication with the backend, for example to receive update information, should not be deactivated.
Another variant is the automatic deactivation of wallets in case of prolonged inactivity. This can be cancelled, for example, by a reactivation PIN or by charging the prepaid wallet. 
Reactivation
With the reactivation of the wallet, the deactivation carried out by the user himself is to be reversed in a controlled manner. Before the wallet can be fully reused after reactivation, a phase of updates must be completed. This includes updating the wallet software, as well as the corresponding certificates and connections and the CBDC notes.
Locking
Under certain circumstances, a user can have their wallet locked even if he has lost access to it. In this case, the locking is understood as the non-executability of functions. A locking can be initiated in response to the loss – be it through theft or misplacing – of a wallet, to the forgetting of the credentials or due to unwanted events. A lock can be lifted by the user. As with reactivation, an update of the software and notes etc. would have to be done before reuse.
Blocking
Blocking a wallet may be necessary if the user violates all regulations or if there is a suspicion of manipulation. The blocking can only be executed by a competent authority such as the central bank. It is important to consider how this blockade can be carried out. 
For blocking it is necessary to establish processes and control points, which define on the one hand when the execution of blockages is appropriate or even required, but it is also necessary to define under which conditions the blockages can be lifted again so that all functions are available again.
[bookmark: _Toc170288534]Other technical design choices
This section provides comments and explanations on several crucial aspects of the life cycle, the involved entities and components. In particular, in several places fundamental design choices must be made which have very far-reaching implications. Many of these design choices are general decisions on the trade-off between excessive surveillance and legitimate monitoring functions for AML and KYC purposes in conjunction with measures for mitigating fraud and misconduct. These decisions are extremely sensitive in nature and can strongly influence the level of trust that users place into the CBDC. In addition, they do not directly influence the IT security of the system, although they may have an impact on the ability to manage some fraud scenarios. However, such choices do have strong consequences for the design of the system and must hence be considered from the start. For this reason, the present section describes the respective issues and the trade-offs involved and provides some alternative implementations on the technical level. With one notable exception, where security is strongly at stake, it does not, however, mandate any design choices. Such choices are entirely left to the competent parties, in particular the legislator who must ensure conformity to existing legislation such as the GDPR [2] and furthermore should make these choices based on the consideration of the legitimate interests of all affected parties and the implications for users’ trust in the CBDC.
Revocation of CBDC notes
This issue concerns the process for the revocation of CBDC notes. Revocation in the sense of this TR is the counterpart of the creation process and means the final invalidation and physical destruction of CBDC notes. As an instrument for controlling the value of CBDC in circulation, it must only be performed by a special entity, the revocation authority, controlled and operated by the central bank as described above. Still, the question remains how far the power of the revocation authority to revoke CBDC notes extends. In particular, one could decide that under appropriate circumstances and based on court decisions the revocation authority should be able to revoke CBDC notes in the wallets of users. It would be possible to implement such a functionality. Triggering the functionality for a specific CBDC note would then take effect as soon as the wallet storing the CBDC note established an internet connection to the revocation authority.
However, implementing the functionality in this way would have grave consequences. Firstly, it would strongly undermine users’ trust in the CBDC if they had to fear at any moment that the CBDC notes they possess are revoked within their wallet. Linking the functionality to court decisions will likely not be enough to remediate this loss of trust to any substantial effect. Secondly, there is a compelling argument from the security perspective against this implementation. If functionality is implemented in this way, the revocation authority run by the central bank would become a prime target for sophisticated attackers. Controlling the revocation authority would allow revoking substantial amounts of money from innumerable users’ wallets. This would likely provoke at least a partial collapse of the financial system. A successful attack may be unlikely if the revocation authority is well protected, but it is not impossible and is too great a risk to take from a security point of view, violating the principle of ‘security by design’.
For this reason, the present Technical Guideline mandates that the revocation authority can only revoke CBDC notes that it possesses itself. Should the central bank wish to revoke CBDC notes, it must see to it that these CBDC notes are first transferred to the revocation authority before being revoked. If necessary, legal action (e. g. seizure, attachment) must be taken to enforce the transfer; the CBDC system itself does not provide any technical means for confiscating CBDC notes from a user without his or her consent or even notice.
Note that on the frontend side, upon request of the central bank, specific wallets may be blocked from participating in the CBDC ecosystem and the CBDC notes residing in them may be frozen. Nevertheless, if such functionality existed and were used, the CBDC notes residing in blocked wallets would not become revoked or invalid this way, and their owner would not change.
Offline payments
It must be decided to what extent and under what conditions offline payments should be possible. From a security point of view, offline payments do not allow performing a comprehensive validity check as described in the life cycle (cf. TR Backend [1]) and thus face a somewhat higher risk of manipulated payments. This risk can be strongly mitigated by using robust cryptographic protocols and algorithms and appropriate hardware protection. Offline payments also preclude monitoring for AML purposes. On the other hand, the possibility for offline payments increases usability and availability of the system by allowing for instant payments, since they only need electricity to work, and still do so in the event of benign or malign failures of the backend systems or of internet connection issues. Allowing offline payments thus provides a fall-back position in the case of adverse events. A convincing way to benefit from the advantages while mitigating the problems is to allow offline payments, while being subject to certain restrictions (e. g. amount of money, number of payments, amount of time).
Update mechanism
Implementation of update functionalities is an important design choice. Updated CBDC notes must meet the same requirements as the original CBDC notes, in particular, it must be verifiable that they originate from the issuer. There are several possible ways of accomplishing this:
One approach would be that users are asked to exchange their legacy CBDC notes against new ones that have been freshly created by the issuer according to a specification update. Such an exchange could be organised as an ordinary exchange transaction between a user and an exchange point which is securely bound to a second transaction in which the user delivers the legacy CBDC notes to the revocation authority. As the updated CBDC notes follow the same life cycle as all other CBDC notes, they will also satisfy the same requirements. However, a crucial point in this approach is the preservation of privacy. Naively, the user would need to disclose the value of their CBDC notes before being entitled to a replacement of the same value. From a privacy perspective, this is highly undesirable. Implementations taking this approach must therefore implement additional measures to ensure that the update process does not leak any information about the CBDC notes a user wishes to update.
A different approach could put the wallets in charge of the updates. All wallets would be informed about the new specification by the issuer. Afterwards, whenever a wallet detected any legacy CBDC note, it could apply the update with little or no interaction by the user. Note that applying an update to CBDC notes would not a priori involve the issuer nor require an online connection, which could be seen as an advantage. However, in this approach it would be necessary to give the wallets the permission to modify existing CBDC notes. Such a permission poses serious security risks to the CBDC system not only from malicious or buggy implementations of the update process itself but also because it may open a gateway for further attacks. Implementations taking this approach must securely encapsulate the update process and must ensure that all modifications are provably in conformity with the issuer’s update specification. It is to be expected that this cannot be achieved without an involvement of the CBDC backend system, which would negate any seeming advantage of offline update capabilities.
[bookmark: _Ref155189735]Reversing a transaction
In some situations, the reversal of a payment is desirable, for example, in case of careless mistakes in the payment details or when a user wishes to withdraw from a transaction. Wherever a right of withdrawal applies, in particular in the P2B context, the provision of a reversal mechanism would not only be desirable but required by law.
In order to keep the transaction history on all involved wallets and the CBDC backend system consistent and not to interfere with any double spending detection measures, a reversal cannot securely be implemented by a naïve deletion of all transaction-related data. Instead, reversal should be implemented by a second transaction in the opposite direction. For this second transaction, the same rules and security measures apply as for any other transaction.
Note that, as with other payment methods, a customer will need to present some sort of receipt to claim refund. Otherwise, the vendor cannot be sure that they will send the reverse transaction to the correct person. The transaction details alone provide only insufficient information, in particular, if the customer chose to use an anonymous payment or a one-time wallet ID for the original payment transaction. This aspect, however, needs to be solved by use of a higher-level accounting mechanism and is out of scope of the present document.
[bookmark: _Ref168562195]Recovery process
Lastly, the optional recovery process for lost CBDC notes needs to be discussed. This process would allow restoring CBDC notes in case access to them has been irrevocably lost. This can happen if the hardware they were stored on is destroyed, is lost or stolen without the corresponding authentication factors (so a potential finder or the thief cannot access it) or the authentication factors themselves are destroyed, irrecoverably lost or stolen. This would correspond to reclaiming physically destroyed cash (if cash is lost or stolen, it can still be used by the finder or thief) and would thus offer a benefit of CBDC compared to cash.
However, whether such a functionality can be securely implemented is not clear. Obviously, it would be necessary to make sure that access to the respective CBDC notes was actually lost and that the user demanding recovery was their rightful owner. While this might be feasible in principle, it would probably require strong surveillance of all payment flows and the retention of this data, conflicting with the desire for anonymity for (some) transactions, and only be possible for fully personalised wallets.
[bookmark: _Toc170288535]Security problem definition
[bookmark: _Toc170288536]Organisational Security Policies
An organisational security policy is a set of rules or procedures that is imposed by an organisation on its operations to protect its sensitive data.
IT security essentially pursues three protection goals: Confidentiality, integrity and availability. Since financial data is very sensitive, ensuring these protection goals is particularly important.
The mentioned IT-security objectives are
Confidentiality
Confidentiality is the protection against unauthorised disclosure of information. Confidential data and information may only be accessible to authorised persons in the permitted manner. This means, the loss of confidentiality of financial data can have negative consequences for the victim in both private and professional contexts.
Integrity
Integrity means the end-to-end functioning of IT-systems, as well as the completeness and accuracy of data and information. Again, the security policy describes the basic measures to implement this protection goal. In the area of financial applications, a breach of integrity could result in payments that are initiated by the legitimate account holder being transferred to an account that is not associated with the intended recipient. Therefore, insecure financial applications can cause great economic harm to individuals and entities.
Availability
Availability means that e. g. applications or IT networks can always be used by users as intended. A breach of availability can cause affected users to be unable to make necessary transactions like payments or exchanges. This can then be the basis for further problems if, for example, the purchase made cannot be paid or an invoice due cannot be settled. Therefore, the way in which users are granted access to time-critical resources must be defined.
[bookmark: _Ref165986894][bookmark: _Ref165986898][bookmark: _Toc170288537]Assumptions
The following general assumptions for the secure use of wallets are considered fulfilled. The safeguarding, which is the case, does not fall within the scope of this technical directive and the requirements laid down therein.
The list of requirements might be not complete. It may be that further general assumptions arise from the experience of using wallets on mobile devices and other crypto-assets. Nevertheless, the following requirements must be met.
A.01 [bookmark: _Ref169171557]The device which is used for holding a CBDC wallet is neither rooted nor jailbroken.
A.02 The device which is used for holding a CBDC wallet runs the most recent version of its operating system and has installed all available (security) updates.
A.03 The device is secured against unauthorised use. This means an adequate PIN or effective biometric functionalities.
A.04 The wallet app which is installed on a user’s device is downloaded from a trustworthy source.
A.05 The user is in possession of a wallet with a suitable form factor.
A.06 [bookmark: _Ref168597787]The initial identification of the user was passed.
A.07 The user does not use public WIFI-hotspots for transactions of CBDCs.
A.08 The user’s authentication credentials means to access the device are not compromised or known to others.
A.09 The user logs off correctly after using a wallet app.

[bookmark: _Toc170288538]Wallet
Requirements for a secure operation of the CBDC backend services can be found in TR Backend [1]. In addition to these general requirements, which provide a secure backbone for the CBDC payment system, there are fundamental requirements for the functionality and security features of CBDC wallets. Here are some examples that show both what a wallet should do and what it can't do. Some of the requirements are specified in the text below.
In the following chapters, the requirements for secure wallets are, aside from general functions (3.1) and hardware and interface requirements (3.2), specified separately according to different use cases. Furthermore, there are requirements mentioned for the interoperability of devices and wallets. Each chapter includes objectives, threats, requirements and a corresponding rationale.
[bookmark: _Ref155258652][bookmark: _Ref159936813][bookmark: _Toc170288539]General functions
This chapter starts by looking at requirements for general functions of wallets.
[bookmark: _Toc170288540]Objectives
Gen.Wall.Obj.1 [bookmark: _Ref160632861][bookmark: _Ref155258094]Wallets MAY come in various form factors. Wallets that are not approved SHALL NOT be used in the CBDC infrastructure.
Gen.Wall.Obj.2 [bookmark: _Ref160704637]Wallets and, where necessary, suitable card readers SHALL be easily available, accessible and interoperable to allow wide acceptance and usability.
Gen.Wall.Obj.3 [bookmark: _Ref160632734]Each wallet SHOULD cover a wide range of use cases. It SHALL provide all transaction types necessary for the covered use cases.
Gen.Wall.Obj.4 [bookmark: _Ref160632759]Wallets SHALL be based on secure hardware with secure interfaces.
Gen.Wall.Obj.5 [bookmark: _Ref160632796]Wallets SHALL implement measures against unauthorised access and abusive behaviour.
Gen.Wall.Obj.6 [bookmark: _Ref166790066]Wallets SHALL regularly synchronise with the CBDC backend system.
Gen.Wall.Obj.7 [bookmark: _Ref160632749]Wallets SHALL provide functionality for temporary or permanent deactivation.
Gen.Wall.Obj.8 [bookmark: _Ref160632802]Wallets SHALL provide full transparency towards the user about the payments made, wallet account, and updates.
Gen.Wall.Obj.9 [bookmark: _Ref160632810]Wallets SHOULD provide full transparency towards the user about terms and conditions, in particular with respect to offline payments and neglected updates.
Gen.Wall.Obj.10 [bookmark: _Ref160632822]Wallets MAY offer additional functionality to help in organising payments and recipients.
Gen.Wall.Obj.11 [bookmark: _Ref160632828]Wallets MAY allow a reduced authentication level for non-critical security services.
Gen.Wall.Obj.12 [bookmark: _Ref160632834]Wallets MAY allow customisation and adaption to poor online connection.
Gen.Wall.Obj.13 [bookmark: _Ref160632839]Wallets SHALL NOT circumvent validity checks nor accept invalid CBDC notes.
Gen.Wall.Obj.14 [bookmark: _Ref160632850]Wallets SHALL NOT circumvent Know Your Customer (KYC) or other regulations.
[bookmark: _Toc170288541]Threats
Gen.Wall.Thr.1 [bookmark: _Ref164179133]Wallets from untrusted sources may pose security risks.
Gen.Wall.Thr.2 [bookmark: _Ref164179142]A user cannot get the wallet up and running due to technical problems, such as missing or incompatible infrastructure or unclear documentation.
Gen.Wall.Thr.3 [bookmark: _Ref155258558]The CBDC payment system cannot be used because the supported use cases and the provided functionality do not suit the users’ purposes.
Gen.Wall.Thr.4 [bookmark: _Ref155258563]Attackers gain access to CBDC notes or sensitive data, for example by intercepting or manipulating the wallet or its communication with the CBDC backend system.
Gen.Wall.Thr.5 [bookmark: _Ref155258580]Wallet applications, card readers, the CBDC backend systems or communication channels are not available to their usual extent because of, e. g., technical problems, traffic overload, or attacks. They are, temporarily or indefinitely, unable to perform their tasks within an appropriate time frame.
Gen.Wall.Thr.6 [bookmark: _Ref155258554]Devices on which wallets are implemented can be lost, stolen or destroyed.
[bookmark: _Toc170288542]Requirements
Gen.Wall.Req.1 [bookmark: _Ref160705002]Wallets MAY come in various form factors provided they comply with the requirements laid down in this document.
Gen.Wall.Req.2 [bookmark: _Ref164178144]Before a wallet is allowed to participate in the CBDC infrastructure, it SHALL be approved by a competent authority. The competent authority SHALL verify conformity with this TR. This includes requirements for the wallet itself but also for the wallet provider as laid down in 3.9 ‘Wallet provider’.
Gen.Wall.Req.3 [bookmark: _Ref164179270]There SHALL be wallets that are able to perform the necessary operations to fulfil the use cases.
Gen.Wall.Req.4 [bookmark: _Ref160635528]Each wallet SHOULD offer a broad coverage of the use cases listed in 2.2.3 ‘Use cases’. Each wallet SHALL make transparent which use cases it covers. The functionality of the wallet SHALL be documented and the possibilities of use of the wallet SHALL be transparent to the user.
Gen.Wall.Req.5 [bookmark: _Ref160701721]The wallet SHALL be based on hardware that is in conformity with 3.2 ‘Hardware and interfaces’ in order to secure, in particular, the integrity of the CBDC notes it stores. Likewise, all interfaces used by the wallet and card readers, where applicable, SHALL be in conformity with the respective requirements in 3.2 ‘Hardware and interfaces’.
Gen.Wall.Req.6 [bookmark: _Ref160635982]All interfaces SHALL be based on established standards in order to be able to be used by all participants. Examples are the developments from PSD2.
Gen.Wall.Req.7 [bookmark: _Ref160702790]Access to the wallet SHALL be protected by appropriate authentication methods in conformity with 3.3 ‘Authentication and authorisation’.
Gen.Wall.Req.8 [bookmark: _Ref166790104]Wallets SHALL regularly synchronise with the CBDC backend system as laid down in 3.6 ‘Synchronisation with the CBDC backend system’.
Gen.Wall.Req.9 [bookmark: _Ref166770016]The executing of transactions SHALL be in conformance with 4.1 ‘Payment’, 4.2 ‘Validity check’ and TR Backend [1] and SHALL in particular include validity checks.
Gen.Wall.Req.10 [bookmark: _Ref166769526]Wallets SHALL provide full transparency towards the user about the payments made, wallet account, and updates in accordance with 3.8 ‘Wallet Accounting’ and 3.7 ‘Update’.
Gen.Wall.Req.11 [bookmark: _Ref160636209][bookmark: _Ref164178227]In conformity with 3.5 ‘Disabling and blocking’, it SHALL be possible for the user to deactivate or lock the account belonging to his or her wallet, e. g. if it has been lost. It SHALL be possible for the CBDC backend system in cooperation with the wallet providers to block a wallet if it exhibits malicious activity.
Gen.Wall.Req.12 [bookmark: _Ref155262901]In order to detect malicious activities, wallets SHALL log critical actions and suspicious behaviour—such as faulty log-in attempts,  transaction-specific errors and discontinuations, and failed validity checks—in conformity with 3.3 ‘Authentication and authorisation’ and 4.2 ‘Validity check’. The information logged SHALL be cryptographically protected against manipulation and SHALL include at least: 
a) date,
b) time and
c) reason for the disorder or improper behaviour. 
Gen.Wall.Req.13 [bookmark: _Ref160635828]The wallet SHOULD support typical processes that go beyond a standard payment transaction, e. g. preparing recurring payments.
Gen.Wall.Req.14 [bookmark: _Ref164178884]A wallet SHOULD have the ability to implement amount-dependent security mechanisms. Higher amounts SHALL be secured with additional security mechanisms. (See 3.3 ‘Authentication and authorisation’)
Gen.Wall.Req.15 [bookmark: _Ref160699978]Functionality that does not necessarily require interaction with the CBDC backend system or with other wallets SHALL be available even if an internet connection cannot be established. Such functionality SHOULD include the display of the wallet’s transaction history or account balance. If applicable, it MAY include the scheduling of future transactions. 
Gen.Wall.Req.16 [bookmark: _Ref160038309]Wallets SHALL comply with relevant regulations, in particular with any limits that a competent authority has defined for the maximum number or value of transactions or, where applicable, for the maximum account balance.
Gen.Wall.Req.17 [bookmark: _Ref160635886]In addition to Gen.Wall.Req.16, wallets MAY impose tighter limits on the maximum (daily) usage in order to reduce the risk of severe financial damage in case of misuse.
Gen.Wall.Req.18 [bookmark: _Ref164178258] The availability of the frontend systems SHALL be tailored to the availability requirements of the CBDC backend system (see TR Backend [1] 3.3.12). In order to meet the availability requirements, appropriate measures SHALL be taken by the providers of wallets and card readers.
Gen.Wall.Req.19 [bookmark: _Ref164178686]The wallet provider SHALL inform the user about the terms and conditions, the wallet functionality, and the risks involved in the usage of the wallet as laid down in 3.9 ‘Wallet provider’
[bookmark: _Toc170288543]Rationale
	Objective
	Covered by
	Rationale

	Gen.Wall.Obj.1
	Gen.Wall.Req.1
Gen.Wall.Req.2
	Gen.Wall.Obj.1 allows various form factors, but requires that all wallets shall be approved. This is covered by Gen.Wall.Req.1 and Gen.Wall.Req.2.

	Gen.Wall.Obj.2
	Gen.Wall.Req.6
Gen.Wall.Req.18
	Gen.Wall.Obj.2 requires availability, accessibility and interoperability of wallets. Gen.Wall.Req.18 ensures availability. Gen.Wall.Req.6 ensures interoperability.

	Gen.Wall.Obj.3
	Gen.Wall.Req.4
	Gen.Wall.Obj.3 requires a wide range of use cases. This is covered by Gen.Wall.Req.4.

	Gen.Wall.Obj.4
	Gen.Wall.Req.5
	Gen.Wall.Obj.4 requires IT security of the underlying hardware and interfaces. This is covered by Gen.Wall.Req.5.

	Gen.Wall.Obj.5
	Gen.Wall.Req.5
Gen.Wall.Req.7
Gen.Wall.Req.11
Gen.Wall.Req.12
Gen.Wall.Req.17
	Gen.Wall.Obj.5 requires measures against abusive behaviour. Attacks on the hardware are mitigated by the measures referenced in Gen.Wall.Req.5. In addition, Gen.Wall.Req.7 covers appropriate authentication. Gen.Wall.Req.12 covers the logging of suspicious behaviour and Gen.Wall.Req.11 allows malicious wallets to be blocked. Gen.Wall.Req.17 reduces the financial risk in case of misuse.

	Gen.Wall.Obj.6
	Gen.Wall.Req.8
	Gen.Wall.Obj.6 requires a regular synchronisation with the CBDC backend system. This is directly covered by Gen.Wall.Req.8.

	Gen.Wall.Obj.7
	Gen.Wall.Req.11
	Gen.Wall.Obj.7 requires that wallets can be deactivated or locked under certain circumstances. This is covered by Gen.Wall.Req.11.

	Gen.Wall.Obj.8
	Gen.Wall.Req.10
	Gen.Wall.Obj.8 requires transparency with respect to a user’s own transactions and wallet management. This is directly covered by Gen.Wall.Req.10.

	Gen.Wall.Obj.9
	Gen.Wall.Req.19
	Gen.Wall.Obj.9 requires transparency with respect to terms and conditions. This is covered by Gen.Wall.Req.19.

	Gen.Wall.Obj.10
	Gen.Wall.Req.13
	Gen.Wall.Obj.10 allows additional functionality for wallet accounting. This is covered by Gen.Wall.Req.13.

	Gen.Wall.Obj.11
	Gen.Wall.Req.14
	Gen.Wall.Obj.11 requires the authentication level for non-critical security functions. This is directly covered by Gen.Wall.Req.14.

	Gen.Wall.Obj.12
	Gen.Wall.Req.15
	Gen.Wall.Obj.12 concerns customisation and adaption to poor online connections. This is covered by Gen.Wall.Req.15

	Gen.Wall.Obj.13
	Gen.Wall.Req.9
	Gen.Wall.Obj.13 requires that wallets follow the validity checks. This is directly covered by Gen.Wall.Req.9.

	Gen.Wall.Obj.14
	Gen.Wall.Req.16
	Gen.Wall.Obj.14 requires that wallets comply with relevant regulations. This is covered by Gen.Wall.Req.16.


Table 3: Rationale for the objectives of 3.1 ‘General functions’

	Threat
	Covered by
	Rationale

	Gen.Wall.Thr.1
	Gen.Wall.Req.2
	Gen.Wall.Thr.1 concerns the risks that arise from wallets from untrusted providers. This is prevented by Gen.Wall.Req.2, which only allows approved wallets.

	Gen.Wall.Thr.2
	Gen.Wall.Req.6
Gen.Wall.Req.18
Gen.Wall.Req.19
	Gen.Wall.Thr.2 concerns the risk that users cannot use their wallet due to technical problems. This risk is mitigated by Gen.Wall.Req.6 enforcing compliance with established standards for interfaces; by the availability requirements in Gen.Wall.Req.18; and by the provision of technical documentation as required by Gen.Wall.Req.19.

	Gen.Wall.Thr.3
	Gen.Wall.Req.3
Gen.Wall.Req.4
Gen.Wall.Req.13
	Gen.Wall.Thr.3 concerns the threat that the CBDC payment system is not used because of unsuitable functionality. Gen.Wall.Req.3 ensures that for every use case, there is a wallet supporting it. Gen.Wall.Req.4 increases the chance that the user’s wallet supports all use cases he or she is interested in. Gen.Wall.Req.13 allows additional wallet functionality that user may find useful.

	Gen.Wall.Thr.4
	Gen.Wall.Req.5
Gen.Wall.Req.7
	Gen.Wall.Thr.4 concerns the risk of attacks on the wallets that result in the loss of CBDC notes or sensitive information. This is prevented by the requirements on secure storage and transfer as referenced in Gen.Wall.Req.5 and by the access restrictions referenced in Gen.Wall.Req.7.

	Gen.Wall.Thr.5
	Gen.Wall.Req.15
Gen.Wall.Req.18
	Gen.Wall.Thr.5 concerns the risk of insufficient availability. By Gen.Wall.Req.18, providers must ensure an appropriate availability of the frontend systems. Gen.Wall.Req.15 increases the availability by allowing an offline execution for certain operations.

	Gen.Wall.Thr.6
	Gen.Wall.Req.11
	Gen.Wall.Thr.6 concerns the loss of a wallet device. This can be countered by locking the wallet as stated by Gen.Wall.Req.11.


Table 4: Rationale for the threats of 3.1 ‘General functions’
[bookmark: _Ref160009828][bookmark: _Ref160029262][bookmark: _Ref164174358][bookmark: _Toc170288544][bookmark: _Ref155259135]Hardware and interfaces
In order to be able to use a wallet that manages CBDC securely, requirements must be realised through the hardware and the interfaces.
The hardware on which the software wallet runs must include a secure element or a similar security feature to prevent for example double spending in the offline case. 
Since not all smartphones provide a secure area innately, an alternative, i.e. a smart card or different hardware token, must be available, to provide the necessary availability as well as a broad user acceptance. 
In order for the hardware wallets to participate in the CBDC ecosystem, specific requirements must be implemented for this form factor. These requirements must compensate for the functional limitations in the form that, despite the limitations, secure participation in the CBDC ecosystem is possible.
A problem with most types of form factor is the missing display, so that there is always a need for another card reader, i. e. a card reader, equipped with a display and an input device. A card reader is required to display the details of the transaction and to ask for confirmation. The regular requirements for secure connections between the smart card and the card reader have to be met.
In the area of card-based payment, there are two different types of card readers – on the one hand the stationary card readers and then the mobile card readers. This classification can also be transferred to the use in the context of hardware wallets. 
A card reader is made up of different components. These include the display, input field, the NFC antenna as a smart card reader, a security module and a module for power supply. The NFC antenna allows contactless reading of the chip in the hardware wallet and also in the smartphone. 
A stationary card reader is permanently connected to a POS system and is currently only used with this system. However, it is conceivable that this card reader will also be used to use CBDC wallets to display and ultimately process offline transactions.
A mobile card reader can be used regardless of location and has an Internet connection to mobile devices. This type of reader is very flexible and is often used in catering, for example. In the area of CBDC wallets, the use here must take place according to the stationary readers. 
Overall, it is necessary that when presenting a CBDC wallet, the amount to be paid is displayed directly on the screen of the device as well as the recipient data. The transaction process is only completed by the user’s approval via signature, input of a PIN or biometric factors. After the confirmation, the card reader will forward the data necessary for the transaction to the recipient and also, if an online connection is present, to the CBDC backend system for the online validity check.
This Technical Guideline does not further address the security of card readers because they are already covered by other technical guidelines of the BSI (see [6]) and also for example in regulations of the German Banking Industry (DK) and the Payment Card Industry Data Security Standard (PCI DSS).

[bookmark: _Toc170288545]Objectives
Hard.Wall.Obj.1 [bookmark: _Ref166572321]The hardware SHALL support effective protection against unauthorised access to the wallet’s data and assets.
Hard.Wall.Obj.2 [bookmark: _Ref166572331]All interfaces SHALL be secured according to the state of the art.
Hard.Wall.Obj.3 [bookmark: _Ref166572351]A copy function for CBDC notes SHALL NOT be provided.
Hard.Wall.Obj.4 [bookmark: _Ref166572364]For a wallet based on a smartcard, validity periods and expiry dates SHALL be established.
[bookmark: _Toc170288546]Threats
Hard.Wall.Thr.1 [bookmark: _Ref166572855]Wallets cannot fulfil the required functionality due to limited interoperability or lack of interface functions.
Hard.Wall.Thr.2 [bookmark: _Ref166572909]Unsecured interfaces allow attacks on the wallet, leak sensitive data or can be abused for tricking the user into confirming an unintended transaction.
[bookmark: _Toc170288547]Requirements
Hard.Wall.Req.1 [bookmark: _Ref166574958][bookmark: _Ref166574236]Only Wallets, that are suitable for handling cryptographic material that corresponds to the state of the art of technology (e. g. TR-02102 [3]) SHALL be used.
Hard.Wall.Req.2 [bookmark: _Ref166574830]The wallet (whether it is a smart card or a ‘software wallet’) SHALL support secure storage of data, in particular of CBDC notes and cryptographic material, for example in a secure element. Access to the storage medium SHALL NOT be possible except through authorised processes.
Hard.Wall.Req.3 [bookmark: _Ref166574245]In all wallets, hardware measures SHALL be in place to securely bind cryptographic information about the owner to the CBDC notes it stores (TR Backend [1] 3.2.1).
Hard.Wall.Req.4 [bookmark: _Ref166574125]All interfaces SHALL only permit standardised communications. All interfaces not defined for use SHALL be deactivated. Furthermore, defined channels SHALL only be used for the intended purposes.
Hard.Wall.Req.5 [bookmark: _Ref166574138]Communication between wallets and the CBDC backend system SHALL be effectively encrypted (cf. TR Backend [1] 3.3.5).
Hard.Wall.Req.6 [bookmark: _Ref166574155]Card readers SHALL be approved in conformity with one of the following in the latest version:
a) BSI TR-03119 [6],
b) PCI PTS (Payment Card Industry PIN Transaction Security, [11]), 
c) PCI DSS (Payment Card Industry Data Security Standard, [12]).
Hard.Wall.Req.7 [bookmark: _Ref166601293]A card reader involved in a transaction SHALL have the technical ability to display transaction details prior to execution. It SHALL also be possible for the user to approve or to abort the transaction.
Hard.Wall.Req.8 [bookmark: _Ref166573481]Smart cards and other self-contained hardware wallets SHALL have a defined validity period.
[bookmark: _Toc170288548]Rationale
	Objective
	Covered by
	Rationale

	Hard.Wall.Obj.1
	Hard.Wall.Req.1
Hard.Wall.Req.2
Hard.Wall.Req.3
Hard.Wall.Req.6

	Hard.Wall.Obj.1 requires that the hardware supports the protection against unauthorised access. Hard.Wall.Req.1 and Hard.Wall.Req.2 ensure the secure handling of the relevant cryptographic material in general. Hard.Wall.Req.3 ensures that the wallet hardware restricts access to the CBDC notes to their rightful owner. Hard.Wall.Req.6 makes sure that unauthorised access cannot be gained via untrustworthy card readers or their interfaces.

	Hard.Wall.Obj.2
	Hard.Wall.Req.4
Hard.Wall.Req.5
Hard.Wall.Req.6
	Hard.Wall.Obj.2 requires secure interfaces. This is covered by Hard.Wall.Req.4 and Hard.Wall.Req.6 and, where communication with the CBDC backend system is concerned, by Hard.Wall.Req.5.

	Hard.Wall.Obj.3
	Hard.Wall.Req.2
	Hard.Wall.Obj.3 prohibits that CBDC notes are copied. This is implicitly covered by Hard.Wall.Req.2, which prohibits access to the stored CBDC notes.

	Hard.Wall.Obj.4
	Hard.Wall.Req.8
	Hard.Wall.Obj.4 requires expiry dates for smartcard-based hardware wallets. This is covered by Hard.Wall.Req.8.


Table 5: Rationale for the objectives of 3.2 ‘Hardware and interfaces’

	Threat
	Covered by
	Rationale

	Hard.Wall.Thr.1
	Hard.Wall.Req.4
Hard.Wall.Req.6
Hard.Wall.Req.7
	Hard.Wall.Thr.1 considers missing interoperability or functionality. A lack of interoperability is prevented by Hard.Wall.Req.4 and Hard.Wall.Req.6 requiring the use of standardised interfaces and card readers, if applicable. Hard.Wall.Req.7 prevents that certain functionality cannot be used on a smartcard wallet due to missing display or input devices.

	Hard.Wall.Thr.2
	Hard.Wall.Req.4
Hard.Wall.Req.5
Hard.Wall.Req.6
	Hard.Wall.Thr.2 considers threats caused by unsecured interfaces. These are prevented by the requirements in Hard.Wall.Req.4 and Hard.Wall.Req.6 and, where communication with the CBDC backend system is concerned, by Hard.Wall.Req.5.


Table 6: Rationale for the threats of 3.2 ‘Hardware and interfaces ’

[bookmark: _Ref164176897][bookmark: _Ref164236644][bookmark: _Ref168563740][bookmark: _Toc170288549]Authentication and authorisation
This chapter deals with authentication and authorization after the identification has already taken place. 
Different authentication steps with different authentication factors are necessary for the different actions related to the wallets. Even the user authentication to open the wallet must be mandatory, since the wallet itself contains sensitive data such as the account balance. 
An additional authentication step with a different authentication factor should be required to confirm transactions. An exemption from this requirement is possible, if the hardware does not support different authentication factors, for example, for hardware wallets on prepaid cards. 
Once authentication and authorization have been carried out successfully, the wallet will access the cryptographic material in the Secure Element or its equivalent in order to prove ownership of the CBDC notes to be transferred (cf. TR Backend [1]).
When contacting the CBDC backend system or other devices, the wallet must be authenticated so that a secure communication channel can be established.
All authentication means — be they PINs or biometrics, the cryptographic material used for the proof of ownership, or the wallet’s authentication keys for secure communication — must be handled on an appropriate security level. This applies in particular to a secure creation, storage and destruction of authentication means and includes the possibility of changing or recovering user passwords etc., at least for personalised wallets. Note however that the cryptographic material in the proof of ownership of CBDC notes will not be recoverable if access to the secure element has been irrevocably lost (see the discussion in 2.2.5.5 ‘Recovery process’ and TR Backend [1] 3.1.7).
[bookmark: _Toc170288550]Objectives
Auth.Wall.Obj.1 [bookmark: _Ref168600987][bookmark: _Ref155261606][bookmark: _Ref168565957]Before the first use of the wallet, the user SHALL go through an initial onboarding process.
Auth.Wall.Obj.2 [bookmark: _Ref168601094]Only authorised persons SHALL have access to their own sensitive data.
Auth.Wall.Obj.3 [bookmark: _Ref155261611]Only authorised persons SHALL be able to transfer CBDC notes.
Auth.Wall.Obj.4 [bookmark: _Ref155261617][bookmark: _Ref168566000][bookmark: _Ref168565969]Depending on the type of action performed, the strength of authentication SHALL be selected.
Auth.Wall.Obj.5 [bookmark: _Ref168601139]Personalised wallets SHALL support the secure changing, deactivation and recovery of the user’s authentication means. After a recovery and successful re-authentication, it SHALL be possible to access the wallet again even if the secret is not accessible.
Auth.Wall.Obj.6 [bookmark: _Ref168565974]Failed login attempts to the wallet SHALL be logged.
[bookmark: _Toc170288551]Threats
Auth.Wall.Thr.1 [bookmark: _Ref155261624]An unauthorised person has access to sensitive data.
Auth.Wall.Thr.2 [bookmark: _Ref155261628]An unauthorised person has control over a wallet.
Auth.Wall.Thr.3 [bookmark: _Ref155261632][bookmark: _Ref168566067]An unauthorised person has control over the device on which the wallet is located.
Auth.Wall.Thr.4 [bookmark: _Ref155261641]An attacker assumes a role or performs an action for which he is not authorised. In particular, the attacker may take over any communication on behalf of the entity he impersonates.
Auth.Wall.Thr.5 [bookmark: _Ref155261654]If the user of the wallet loses the authentication means, he may permanently lose access to the wallet or the CBDC notes.
Auth.Wall.Thr.6 [bookmark: _Ref168566048]Authentication procedures conflict with accessibility and reduce user acceptance.
[bookmark: _Toc170288552]Requirements
Auth.Wall.Req.1 [bookmark: _Ref169037671][bookmark: _Ref168566568]Before using the wallet for the first time, the user SHALL be in possession of all the necessary authentication means and cryptographic material for the secure use of the wallet and its secure communication with the CBDC backend system. A corresponding onboarding process SHALL be established.
Auth.Wall.Req.2 [bookmark: _Ref168601182]The access to the wallet and the authentication of tasks that the wallet performs MAY be based on different levels of assurance. The decision on the appropriate level of assurance and the appropriate authentication procedures SHOULD be based on a risk-oriented approach.
Auth.Wall.Req.3 [bookmark: _Ref168566187]Authentication measures, and in particular the creation, protection, management and destruction of authentication means, SHALL follow the state of the art and SHALL comply with the requirements for the respective level of assurance.
Auth.Wall.Req.4 [bookmark: _Ref168567265]Authentication means SHALL be securely stored. In particular, the storage of the cryptographic material used for the proof of ownership of the CBDC notes SHALL comply with the requirements in 3.2 ‘Hardware and interfaces’.
Auth.Wall.Req.5 [bookmark: _Ref169171141]The wallet owner SHALL be able to restrict unauthorised access to the wallet by locking it (see 3.5 ‘Disabling and blocking’).
Auth.Wall.Req.6 [bookmark: _Ref168566257]Access to a wallet SHALL be protected in a secure way by appropriate technology mechanisms for the type of wallet. In particular for software wallets a second authentication factor apart from the possession of the device SHALL be used. In order to ensure accessibility and user acceptance, various authentication methods SHOULD be offered to the user.
Auth.Wall.Req.7 [bookmark: _Ref168566261]Changing the authentication means that are used for accessing the wallet, e. g. user passwords, SHALL require a successful authentication of the user. The wallet SHOULD log date and time of each change of the authentication means.
Auth.Wall.Req.8 [bookmark: _Ref169167711]For security reasons, an automatic logout from the (software) wallet SHALL take place after five minutes of inactivity. After auto-logout, re-authentication SHALL be required for further use.
Auth.Wall.Req.9 [bookmark: _Ref168566487]For confirming transactions, two-factor authentication SHOULD be in place. For confirming transactions on a software wallet, two-factor authentication SHALL be in place, where the possession of the device on which the wallet runs does not count as an authentication factor. 
Auth.Wall.Req.10 [bookmark: _Ref168566887][bookmark: _Ref168568688]For personalised wallets, wallet providers SHALL implement a secure way to re-establish access to a wallet in case of lost authentication means. For this, there SHALL be a special re-authentication procedure.
Auth.Wall.Req.11 [bookmark: _Ref168566672]The wallet SHALL log all failed login attempts and SHOULD inform the user.

[bookmark: _Toc170288553]Rationale
	Objective
	Covered by
	Rationale

	Auth.Wall.Obj.1
	Auth.Wall.Req.1
	Auth.Wall.Obj.1 requires an initial onboarding process. This is covered by Auth.Wall.Req.1.

	Auth.Wall.Obj.2
	Auth.Wall.Req.6
Auth.Wall.Req.7
Auth.Wall.Req.8
	Auth.Wall.Obj.2 requires that only the owner can access sensitive data. This is covered by Auth.Wall.Req.6, Auth.Wall.Req.7 and Auth.Wall.Req.8, which ensure that access to the wallet itself is based on a secure authentication process.

	Auth.Wall.Obj.3
	Auth.Wall.Req.6
Auth.Wall.Req.9
	Auth.Wall.Obj.3 requires that only the owner can transfer CBDC notes. This is covered by Auth.Wall.Req.6 and Auth.Wall.Req.9, which ensure that only the owner has access to the wallet and to the transactions.

	Auth.Wall.Obj.4
	Auth.Wall.Req.2
	Auth.Wall.Obj.4 allows that the strength of the authentication measures vary with the respective task they protect. This is covered by Auth.Wall.Req.2.

	Auth.Wall.Obj.5
	Auth.Wall.Req.3
Auth.Wall.Req.7
Auth.Wall.Req.10
	Auth.Wall.Obj.5 requires that authentication means for personalised wallets can be changed, deactivated and recovered. General management mechanisms for authentication means are covered by Auth.Wall.Req.3. Auth.Wall.Req.7 treats the changing of authentication means and Auth.Wall.Req.10 the recovery.

	Auth.Wall.Obj.6
	Auth.Wall.Req.11
	Auth.Wall.Obj.6 requires the logging of failed login attempts. This is directly covered by Auth.Wall.Req.11.


Table 7: Rationale for the objectives of 3.3 ‘Authentication and authorisation’

	Threat
	Covered by
	Rationale

	Auth.Wall.Thr.1
	Auth.Wall.Req.6
Auth.Wall.Req.7
Auth.Wall.Req.8
	Auth.Wall.Thr.1 concerns the threat of unauthorised access to sensitive data. This is prevented by Auth.Wall.Req.6, Auth.Wall.Req.7 and Auth.Wall.Req.8, which ensure that access to the wallet itself is based on a secure authentication process.

	Auth.Wall.Thr.2
	Auth.Wall.Req.6
Auth.Wall.Req.7
Auth.Wall.Req.8
Auth.Wall.Req.9
	Auth.Wall.Thr.2 concerns the threat of unauthorised control over the wallet. This is prevented by Auth.Wall.Req.6, Auth.Wall.Req.7, Auth.Wall.Req.8 and Auth.Wall.Req.9, which ensure that access to the wallet and the confirmation of transactions are based on a secure authentication process.

	Auth.Wall.Thr.3
	Auth.Wall.Req.5
	Auth.Wall.Thr.3 concerns the threat of unauthorised control over the wallet device. While loss or theft of a device cannot be prevented, Auth.Wall.Req.5 ensures that a user can mitigate the ensuing risks to the wallet. Assumption A.01 contributes as well.

	Auth.Wall.Thr.4
	Auth.Wall.Req.3
Auth.Wall.Req.4
Auth.Wall.Req.6
Auth.Wall.Req.7
Auth.Wall.Req.8
Auth.Wall.Req.9
	Auth.Wall.Thr.4 concerns the threat of unauthorised actions or communication. This is prevented by secure authentication as required by Auth.Wall.Req.6, Auth.Wall.Req.7, Auth.Wall.Req.8 and Auth.Wall.Req.9, and by secure management and storage of authentication means as required by Auth.Wall.Req.3 and Auth.Wall.Req.4.

	Auth.Wall.Thr.5
	Auth.Wall.Req.4
Auth.Wall.Req.10
	Auth.Wall.Thr.5 concerns the risk of losing access to the wallet or the CBDC notes. Auth.Wall.Req.10 ensures that access to the wallet can usually be re-established. Auth.Wall.Req.4 ensures secure storage of internal authentication keys, in particular those used for the proof of ownership of CBDC notes.

	Auth.Wall.Thr.6
	Auth.Wall.Req.2
Auth.Wall.Req.6
	Auth.Wall.Thr.6 concerns the threat that authentication measures reduce the accessibility and acceptance of a wallet. This is mitigated by Auth.Wall.Req.6 which allows various forms of authentication means. Moreover, Auth.Wall.Req.2 allows that uncritical tasks may use a reduced strength of authentication.


Table 8: Rationale for the threats of 3.3 ‘Authentication and authorisation’
[bookmark: _Ref165371124][bookmark: _Toc170288554][bookmark: _Ref155259264][bookmark: _Toc164180974]Personalisation
Following the discussion in 2.2.4.2 ‘Personalised or anonymous wallets’, the CBDC payment system may be designed to provide different types of wallets: personalised or anonymous.
To cover all types of wallets simultaneously, this section considers the case of a ‘hybrid’ wallet that can host several distinct wallet accounts at once. From this perspective, a fully anonymous wallet would be the special case of a hybrid wallet hosting only one (or more) anonymous wallet account(s), whereas a personalised wallet would be a hybrid wallet with only personalised wallet accounts. 
It is further assumed that any personal data that is needed for the use of the personalised wallets accounts has already been collected and stored as part of the initial onboarding process (cf. 2.3.2 ‘Assumptions’). In this context, it is important that anonymous wallet accounts must not access this data in order not to be able to share it in a transaction. If wallet owners later wish to make a change to their personal data, they must undergo a process analogous to the onboarding process to ensure that the conformity with KYC regulations remains valid. Like the initial onboarding, this change process is out of scope of this TR.
The technical implementation must be clearly documented and all wallet accounts must have a unique identifier to be able to participate in a transaction. In the case of completely anonymous wallet accounts, this could be an ephemeral ID which changes for each transaction.
[bookmark: _Toc170288555]Objectives
Pers.Wall.Obj.1 [bookmark: _Ref165986686]A wallet MAY host more than one wallet account. Each wallet account SHALL be either personalised or anonymous.
Pers.Wall.Obj.2 [bookmark: _Ref165986703]The functionality of wallet accounts MAY be restricted, for example regarding the holding limit or the maximum value of a transaction.
Pers.Wall.Obj.3 [bookmark: _Ref165986716]Anonymous wallet accounts SHALL neither require nor leak personal information.
[bookmark: _Toc170288556]Threats
Pers.Wall.Thr.1 [bookmark: _Ref165986730]Restrictions such as holding limits are circumvented by shifting CBDC notes between different wallet accounts.
Pers.Wall.Thr.2 [bookmark: _Ref165986743]Anonymous wallet accounts leak personal information, in particular, because they can access personal data in a personalised wallet account hosted by the same wallet.
[bookmark: _Toc170288557]Requirements
Pers.Wall.Req.1 [bookmark: _Ref165986757]A wallet SHALL provide at least one wallet account. A wallet account SHALL be either personalised or anonymous. A wallet MAY contain a personalised as well as an anonymous wallet account.
Pers.Wall.Req.2 [bookmark: _Ref165986771]The functionality of wallet accounts MAY be restricted in terms of, e. g., the maximum value they can hold or the maximum number of transactions they can initiate or the maximum value that can be transferred in a single transaction. The restrictions MAY depend on whether the wallet is personalised or anonymous.
Pers.Wall.Req.3 [bookmark: _Ref165986816]Transferring CBDC notes from one account to another SHALL NOT be possible except by means of a payment transaction. This SHALL hold in particular in the case that several wallet accounts are hosted on the same wallet.
Pers.Wall.Req.4 [bookmark: _Ref165986786]Anonymous wallet accounts and their respective processes SHALL NOT use or have access to any personal data, in particular the user’s name, that is stored on or used by the wallet.
Pers.Wall.Req.5 [bookmark: _Ref165986802]Each time a wallet ID is needed, e. g. as recipient’s ID, an anonymous wallet account SHALL generate a new random one-time ID.
[bookmark: _Toc170288558]Rationale
	Objective
	Covered by
	Rationale

	Pers.Wall.Obj.1
	Pers.Wall.Req.1
	Pers.Wall.Obj.1 concerns the existence and number of wallet accounts hosted by a single wallet. This is directly covered by Pers.Wall.Req.1.

	Pers.Wall.Obj.2
	Pers.Wall.Req.2
	Pers.Wall.Obj.2 concerns possible restrictions on the wallet account functionality. This is covered by Pers.Wall.Req.2.

	Pers.Wall.Obj.3
	Pers.Wall.Req.4
Pers.Wall.Req.5
	Pers.Wall.Obj.3 requires that anonymous wallet accounts do not use or leak personal data. This is addressed by Pers.Wall.Req.4 strictly forbidding any access to personal data. Moreover, using a new ID for each transaction, as required by Pers.Wall.Req.5, mitigates the risk of a user being identified by tracing his or her wallet account over several transactions.


Table 9: Rationale for the objectives of 3.4 ‘Personalisation’

	Threat
	Covered by
	Rationale

	Pers.Wall.Thr.1
	Pers.Wall.Req.3
	Pers.Wall.Thr.1 considers the threat that restrictions on the wallet functionality may be circumvented by taking advantage of different wallet accounts or account types. This is mitigated by Pers.Wall.Req.3, which prevents that money transfers between wallet accounts go unnoticed.

	Pers.Wall.Thr.2
	Pers.Wall.Req.4
	Pers.Wall.Thr.2 considers the threat that anonymous wallet accounts leak personal data. This is prevented by Pers.Wall.Req.4 denying the anonymous wallets any access to personal data.


Table 10: Rationale for the threats of 3.4 ‘Personalisation’

[bookmark: _Ref166657485][bookmark: _Toc170288559][bookmark: _Ref166666230]Disabling and blocking
As discussed in 2.2.4.7 ‘Restrictions on access’, some situations require that a wallet can be temporarily disabled. This may be necessary to proactively prevent unauthorised access to the wallet, or in reaction to malicious behaviour of the wallet itself in order to avert harm to the CBDC payment system.
This section discusses the responsible entities and the preconditions that must be satisfied before a wallet can be disabled. It is clear that both responsibilities and preconditions depend on the type of disabling. For example, a temporary user-initiated deactivation should not require much effort on the side of the user. In contrast, since the blocking of wallets through a third party, i. e. the central bank, could be a target for attackers and could undermine the users’ trust in the CBDC payment system, it is necessary to inflict strict and transparent restrictions on this process.
Preventively locking a wallet to which the owner has lost access, e. g. in case of theft, conflicts with the wish for anonymous payments because the receiving wallet cannot discern whether or not the sender of an anonymous payment is locked. Likewise, in an offline scenario, the receiving wallet may not have sufficient information to decide whether the sender—even if its identity is known—is currently locked. As a consequence, locking a stolen wallet may not be effectively possible in all cases. Holding limits may therefore play an important role to minimise the financial risk for the user. If the CBDC design allows that a wallet is linked to a user’s bank account—so that payments can be executed that exceed the holding limit—then this link must be disabled when a wallet is locked in order to prevent an attacker from using a stolen wallet to gain access to the funds on the user’s bank account. The entity that is responsible for locking a wallet may depend on the CBDC design.
Finally, users may also want to permanently delete a wallet from their device. This project requires further considerations, such as the exchange of CBDC balances, the deletion of user data and then the deletion of the wallet software.
[bookmark: _Toc170288560]Objectives
Dis.Wall.Obj.1 [bookmark: _Ref166657985]Users SHOULD be able to temporarily deactivate their wallets. Deactivation MAY also take place at times of prolonged inactivity.
Dis.Wall.Obj.2 [bookmark: _Ref166657996]It SHOULD be possible to lock a wallet on request of its owner, even if the owner has no longer access to it, e. g. in case of loss or theft.
Dis.Wall.Obj.3 [bookmark: _Ref166658009]It SHOULD be possible to block malicious wallets from participating in the CBDC payment system.
Dis.Wall.Obj.4 [bookmark: _Ref166658023]Users SHALL be able to reactivate their wallets after deactivation.
Dis.Wall.Obj.5 [bookmark: _Ref166661931]Unlocking a wallet SHOULD be possible on request of the wallet owner.
Dis.Wall.Obj.6 [bookmark: _Ref166661946]Unblocking a wallet SHALL NOT be possible except with the permission and cooperation of the confirmation authority.
Dis.Wall.Obj.7 [bookmark: _Ref169813242]Users SHALL be able to securely and irrevocably delete an empty software wallet from their device.
[bookmark: _Toc170288561]Threats
Dis.Wall.Thr.1 [bookmark: _Ref166658039]Abuse of a possibly stolen wallet cannot be prevented or stopped.
Dis.Wall.Thr.2 [bookmark: _Ref166662806]Abuse of the CBDC payment system cannot be prevented or stopped.
Dis.Wall.Thr.3 [bookmark: _Ref166658049]Users are unable to reactivate or unlock their wallet.
Dis.Wall.Thr.4 [bookmark: _Ref166658060]Malicious users are able to lift or circumvent the deactivation, locking or blocking of a wallet.
Dis.Wall.Thr.5 [bookmark: _Ref166658071]While being disabled, wallets are not provided with important updates.
[bookmark: _Toc170288562]Requirements
Dis.Wall.Req.1 [bookmark: _Ref166660944]Software wallets SHALL provide functionality that allows the deactivation and reactivation of wallets or of individual wallet accounts. Deactivation SHOULD automatically take place if the wallet has not been used for a certain period of time. It SHALL also be possible for the user to initiate the deactivation.
Dis.Wall.Req.2 [bookmark: _Ref166661134]Hardware wallets MAY automatically be deactivated in times of prolonged inactivity. 
Dis.Wall.Req.3 [bookmark: _Ref166661808][bookmark: _Ref166664815][bookmark: _Ref169038245][bookmark: _Ref166662664]If the wallet supports deactivation, it SHALL be possible for a user to reactivate their previously deactivated wallet or wallet account. Reactivation SHALL require authentication of the user. For this, the user SHALL have been provided with dedicated authentication means, e. g. a reactivation PIN (see Auth.Wall.Req.1).
Dis.Wall.Req.4 [bookmark: _Ref169082270][bookmark: _Ref169038540][bookmark: _Ref169038169]While a wallet account is deactivated, it SHALL NOT be possible to initiate new transactions from the wallet. 
Dis.Wall.Req.5 [bookmark: _Ref169082304]In the case of user-initiated deactivation, it MAY be possible to deactivate the synchronisation with the CBDC backend system (cf. 3.6 ‘Synchronisation with the CBDC backend system’). However, in case of automatic deactivation during times of inactivity, synchronisation with the CBDC backend system SHOULD remain active to the usual extent.     
Dis.Wall.Req.6 [bookmark: _Ref169038280]Personalised wallets SHOULD provide functionality that allows locking and unlocking the wallet on the owner’s request even if its owner has no physical access to the wallet.
Dis.Wall.Req.7 [bookmark: _Ref169038237]Locking and unlocking SHALL require authentication of the user at the entity that is responsible for the locking over an out-of-band communication channel. For this, dedicated authentication means SHALL be provided to the user. (see Auth.Wall.Req.1).
Dis.Wall.Req.8 [bookmark: _Ref169038591]While the wallet is locked, it SHALL NOT be possible to initiate new transactions from any account hosted on this wallet. A locked wallet SHALL NOT synchronise with the CBDC backend system. If the wallet is linked to a user’s bank account, this link SHALL be disabled.
Dis.Wall.Req.9 [bookmark: _Ref169038316][bookmark: _Ref169188077]The central bank SHALL have the possibility to block a wallet if it has justified reason to believe that this wallet disregard relevant regulation or poses a threat to significant parts of the CBDC payment system. The wallet providers SHALL support the central bank in enforcing the blocking (see Prov.Wall.Req.12).
Dis.Wall.Req.10 While the wallet is blocked, it SHALL NOT be able to execute any transactions from any account hosted on this wallet. A blocked wallet SHALL NOT synchronise with the CBDC backend system.
Dis.Wall.Req.11 [bookmark: _Ref169038396]Unblocking a blocked wallet SHALL NOT be possible except through the central bank.
Dis.Wall.Req.12 [bookmark: _Ref166664548]After reactivation, unlocking or unblocking, the wallet SHALL check whether a synchronisation with the CBDC backend system is due and, if so, SHALL perform is before the next transaction is executed.
Dis.Wall.Req.13 [bookmark: _Ref169813266]Software wallets SHALL provide functionality for secure deletion of the entire wallet from the corresponding device.
Dis.Wall.Req.14 [bookmark: _Ref169813271]Deletion SHALL NOT be possible if any of the accounts hosted on the wallet contains valid CBDC notes. Deletion of a wallet SHALL require authentication of the user and an additional confirmation. Before confirmation, the user SHALL be informed that this step is irrevocable.
Dis.Wall.Req.15 [bookmark: _Ref169813276]If a wallet is deleted, the app and any locally stored data (cf. 3.8 ‘Wallet Accounting’) SHALL be removed from the device. If the wallet is linked to a user’s bank account, this link SHALL also be deleted.
[bookmark: _Toc170288563]Rationale
	Objective
	Covered by
	Rationale

	Dis.Wall.Obj.1
	Dis.Wall.Req.1
Dis.Wall.Req.2
	Dis.Wall.Obj.1 concerns functionality for a temporary deactivation. For software wallets, this is a mandatory requirement addressed by Dis.Wall.Req.1. For hardware wallets, automatic deactivation is an optional requirement addressed by Dis.Wall.Req.2.

	Dis.Wall.Obj.2
	Dis.Wall.Req.6
	Dis.Wall.Obj.2 concerns functionality for locking a wallet without having access to it. This is covered by Dis.Wall.Req.6.

	Dis.Wall.Obj.3
	Dis.Wall.Req.9
	Dis.Wall.Obj.3 requires that malicious wallets can be blocked from the CBDC payment system. This is covered by Dis.Wall.Req.9

	Dis.Wall.Obj.4
	Dis.Wall.Req.3
	Dis.Wall.Obj.4 requires that deactivated wallets can be reactivated by their owners. This is directly covered by Dis.Wall.Req.3.

	Dis.Wall.Obj.5
	Dis.Wall.Req.6
	Dis.Wall.Obj.5 requires that it should be possible to unlock a wallet. This is covered by Dis.Wall.Req.6.

	Dis.Wall.Obj.6
	Dis.Wall.Req.11
	Dis.Wall.Obj.6 requires that an unblocking is only possible through the confirmation authority. This is directly covered by Dis.Wall.Req.11.

	Dis.Wall.Obj.7
	Dis.Wall.Req.13
Dis.Wall.Req.14
Dis.Wall.Req.15
	Dis.Wall.Obj.7 requires the possibility to delete a software wallet. This is covered by Dis.Wall.Req.13, Dis.Wall.Req.14 and Dis.Wall.Req.15.


Table 11: Rationale for the objectives of 3.5 ‘Disabling and blocking’

	Threat
	Covered by
	Rationale

	Dis.Wall.Thr.1
	Dis.Wall.Req.1
Dis.Wall.Req.2
Dis.Wall.Req.4
Dis.Wall.Req.6
Dis.Wall.Req.8
	Dis.Wall.Thr.1 concerns the threat that wallet abuse cannot be prevented or stopped. Dis.Wall.Req.1, Dis.Wall.Req.2 and Dis.Wall.Req.4 allow deactivation as preventive protection measure. Dis.Wall.Req.6 and Dis.Wall.Req.8 allow locking as preventive protection measure.

	Dis.Wall.Thr.2
	Dis.Wall.Req.9
	Dis.Wall.Thr.2 concerns the threat that abuse of the CBDC payment system cannot be prevented or stopped. Dis.Wall.Req.9 allows blocking malicious wallets.

	Dis.Wall.Thr.3
	Dis.Wall.Req.3
Dis.Wall.Req.7
	Dis.Wall.Thr.3 concerns the threat that deactivated or locked wallets cannot be reactivated or unlocked. This is prevented by providing the relevant authentication means, as described in Dis.Wall.Req.3 and Dis.Wall.Req.7.

	Dis.Wall.Thr.4
	Dis.Wall.Req.3
Dis.Wall.Req.7
Dis.Wall.Req.11
	Dis.Wall.Thr.4 concerns the threat that disabling mechanisms can be circumvented. In the case of deactivation or locking, Dis.Wall.Req.3 and Dis.Wall.Req.7 ensures that no unauthorised reactivation or unlocking can take place. Dis.Wall.Req.11 ensures that only the central bank can unblock a wallet.

	Dis.Wall.Thr.5
	Dis.Wall.Req.5
Dis.Wall.Req.12
	Dis.Wall.Thr.5 concerns the threat that disabled wallets are not kept up to date. This is mitigated by Dis.Wall.Req.5 requiring that wallets shall synchronise with the CBDC backend whenever possible, even when they are deactivated. Dis.Wall.Req.12 ensures that missed updates are applied as soon as possible.


Table 12: Rationale for the threats of 3.5 ‚Disabling and blocking‘
[bookmark: _Ref155714742][bookmark: _Toc170288564]Synchronisation with the CBDC backend system
To ensure a secure and uninterrupted provision of offline functionality, it is necessary that, during times when an online connection can be established, the wallet synchronise relevant data with the CBDC backend system. Since the synchronisation process must not in itself pose a security threat, the authenticity and integrity of the exchange data must be verified.
Data that the wallet receives from the CBDC backend system includes cryptographic key material and information about currently supported CBDC versions (cf. TR Backend [1]). Neither key material nor CBDC versions are expected to change very often. However, a security incident may render an immediate exchange necessary. Wallets must pursue regular synchronisations to keep up with such changes.
Conversely, the wallet must submit failure reports which the CBDC backend system needs in order to detect suspicious behaviour. From a security perspective, a frequent reporting would be desirable. Also, wallets with limited memory capacity that may not be able to buffer large amounts of data would benefit from a high synchronisation frequency. However, it must be taken into account that synchronisation may slow down the wallet’s operation and may, in the worst case, have negative effects on usability and user acceptance.
The requirements in this section leave room to a certain degree of flexibility, so that wallets may adjust the synchronisation frequency to hardware constraints, the size of buffered transaction data, connectivity conditions or similar.
[bookmark: _Toc170288565]Objectives
Sync.Wall.Obj.1 [bookmark: _Ref155713607]The wallet SHALL regularly receive from the CBDC backend updates of all locally stored information that is needed for offline validity checks. The updated information SHALL be stored and its integrity and authenticity SHALL be protected.
Sync.Wall.Obj.2 [bookmark: _Ref155713615]The wallet SHALL regularly inform the CBDC backend about any suspicious behaviour it has detected while operation offline.
Sync.Wall.Obj.3 [bookmark: _Ref155713621]The synchronisation frequency SHALL find a reasonable balance between, on the one hand, the timeliness and accuracy of information and, on the other hand, negative effects on the wallet performance.
Sync.Wall.Obj.4 [bookmark: _Ref155713627]The necessity of regular synchronisations with the CBDC backend system and the consequences of non-compliance SHALL be made transparent to the user.
[bookmark: _Toc170288566]Threats
Sync.Wall.Thr.1 [bookmark: _Ref155714010]Offline validity checks lead to incorrect results because some relevant information stored locally in the wallet is outdated or missing.
Sync.Wall.Thr.2 [bookmark: _Ref155714019]A wallet cannot perform further offline transactions because it has reached the limit defined by TR Backend [1].
Sync.Wall.Thr.3 [bookmark: _Ref155714032]Security relevant information that is collected by the wallets is not evaluated by the CBDC backend system in a timely manner.
Sync.Wall.Thr.4 [bookmark: _Ref155714040]Synchronisation has a severe negative effect on the performance of the wallet, in particular of the transaction functionality.
Sync.Wall.Thr.5 [bookmark: _Ref155714048]An attacker uses the synchronisation process to inject malicious data or malware into user wallets.
[bookmark: _Toc170288567]Requirements
Sync.Wall.Req.1 [bookmark: _Ref155713738]When the wallet establishes an online connection to the CBDC backend system, it SHALL check whether a synchronisation of relevant data is necessary. This SHALL at least be the case if the last synchronisation was more than 1 week ago or if the CBDC backend system calls for an immediate synchronisation, e. g. in case of a security incident (cf. TR Backend [1] EM.Req.8).
Sync.Wall.Req.2 [bookmark: _Ref155713825]Wallets that are designed for use cases in which a high transaction frequency is expected SHOULD execute a synchronisation process if the last synchronisation was more than 1 day ago.
Sync.Wall.Req.3 [bookmark: _Ref155713742]During synchronisation, the wallet SHALL ensure that the locally stored key material referenced in TR Backend [1] (3.2.2) and TR Backend [1] (Table 36) is up to date with the issuer’s current key material provided by the CBDC backend system.
Sync.Wall.Req.4 [bookmark: _Ref155713746]During synchronisation, the wallet SHALL ensure that the locally stored information about all currently supported versions of CBDC notes and their respective update and minimum support periods is up to date with the information provided by the CBDC backend system.
Sync.Wall.Req.5 [bookmark: _Ref166771867]All information that the wallet receives during synchronisation SHALL be stored locally. The authenticity and integrity of this information SHALL be protected by appropriate cryptographic measures, e.g. following the recommendations in TR-02102 [3].
Sync.Wall.Req.6 [bookmark: _Ref155713791]During synchronisation, the wallet SHALL send to the CBDC backend system the reports on all failed validity checks that have been detected since the last synchronisation. After the reports have been successfully transmitted, the wallet MAY delete them from its local memory.
Sync.Wall.Req.7 [bookmark: _Ref155714307]The synchronisation process SHALL be executed using secure communication in conformity with TR Backend [1] (3.3.5). In particular, the synchronisation process SHALL be aborted if the wallet cannot verify the authenticity of the CBDC backend system on a sufficiently high level of assurance. The user SHOULD be informed if the synchronisation process could not be carried out.
Sync.Wall.Req.8 [bookmark: _Ref155713872][bookmark: _Ref155713878]The wallet SHALL provide to the user information about the validity period of the locally stored key material referred to in Sync.Req.3. It SHALL explicitly and in good time warn the user that an online synchronisation is due before any of these keys become invalid.
 
[bookmark: _Toc170288568]Rationale
	Objective
	Covered by
	Rationale

	Sync.Wall.Obj.1
	Sync.Wall.Req.1
Sync.Wall.Req.3
Sync.Wall.Req.4
Sync.Wall.Req.5
	Sync.Wall.Obj.1 requires that the wallet is equipped with all relevant information that is needed to operate as intended even when there is no online connection. According to TR Backend [1], this information consists of key material as covered by Sync.Wall.Req.3 and version information as covered by Sync.Wall.Req.4. Sync.Wall.Req.1 ensures that this information is regularly updated, and Sync.Wall.Req.5 ensures that its integrity and authenticity are protected.

	Sync.Wall.Obj.2
	Sync.Wall.Req.6
	Sync.Wall.Obj.2 requires that the CBDC backend system is informed about any suspicious behaviour that occurred during offline times. This is covered by Sync.Wall.Req.6.

	Sync.Wall.Obj.3
	Sync.Wall.Req.1
Sync.Wall.Req.2
	Sync.Wall.Obj.3 requires a reasonable synchronisation frequency. Sync.Wall.Req.1 defines only a minimum frequency, which leaves room for adjustments, e. g. to certain use cases or to performance issues. Sync.Wall.Req.2 covers the case of wallets with a high transaction load. For these, a higher synchronisation frequency is recommended because it is to be expected that more material needs to be reported to the CBDC backend system.

	Sync.Wall.Obj.4
	Sync.Wall.Req.8

	Sync.Wall.Obj.4 requires that the user is aware of the implications that neglected synchronisation may have. This is covered by Sync.Wall.Req.8.


Table 13: Rationale for the objectives of 3.6 ‘Synchronisation with the CBDC backend system’

	Threat
	Covered by
	Rationale

	Sync.Wall.Thr.1
	Sync.Wall.Req.1
Sync.Wall.Req.3
Sync.Wall.Req.4
Sync.Wall.Req.5
	Sync.Wall.Thr.1 concerns the threat of incorrect offline validity checks due to missing or outdated local information. According to TR Backend [1], relevant information consists of key material as covered by Sync.Wall.Req.3 and version information as covered by Sync.Wall.Req.4. Sync.Wall.Req.1 ensures that this information is regularly updated, and Sync.Wall.Req.5 ensures its integrity and authenticity.

	Sync.Wall.Thr.2
	Sync.Wall.Req.1
Sync.Wall.Req.8
	Sync.Wall.Thr.2 concerns the threat that missing synchronisation with the backend leads to a temporary disabling of offline functionality according to TR Backend [1] (Pay.Req.7.Off). The risk is mitigated by providing transparent information and warnings to the user, which is covered by Sync.Wall.Req.8, and by enforcing regular synchronisations, which is covered by Sync.Wall.Req.1.

	Sync.Wall.Thr.3
	Sync.Wall.Req.6
	Sync.Wall.Thr.3 concerns the threat that the CBDC backend system cannot properly monitor suspicious behaviour due to missing reports from the wallets. This is prevented by Sync.Wall.Req.6.

	Sync.Wall.Thr.4
	Sync.Wall.Req.1
	Sync.Wall.Thr.4 concerns the threat that frequent synchronisation slows down the wallet performance. This is mitigated by Sync.Wall.Req.1, which allows that a certain amount of time may elapse before a new synchronisation is required.

	Sync.Wall.Thr.5
	Sync.Wall.Req.7
	Sync.Wall.Thr.5 concerns the threat that the synchronisation process is misused by an attacker. This is prevented by Sync.Wall.Req.7.


Table 14: Rationale for the threats of 3.6 ‘Synchronisation with the CBDC backend system’
[bookmark: _Ref155259516][bookmark: _Toc170288569]Update
This section of the TR is about the update function of a wallet. 
In order to remain functional and up-to-date in terms of security, it is necessary that wallet providers react promptly whenever the central bank announces new CBDC versions so that updates can be implemented in the wallets without undue delay. At the same time, high usability and user acceptance can only be achieved by a maximum validity of old versions of both wallets and CBDC notes. The requirements on update periods, minimum support periods and rules for backward compatibility that are defined in TR Backend aim at striking a balance between the necessity of timely updates and practical restrictions on their immediate implementation. Wallet providers need to make sure that their products are in conformity with these requirements.
The same high security requirements apply to the initiation and implementation of updates as for setting up a wallet. This means that, when performing the update, care must be taken to ensure that the attack vectors, which specifically target the update process, are effectively countered. In particular, if updates of CBDC notes are designed as in-place updates—i. e. legacy CBDC notes are modified by the wallet in such a way that they match the new specification—it must be ensured that this process does not open the possibility of injecting additional and possibly malicious modifications to the CBDC notes. If updates are designed as replacements—i. e. the user sends legacy CBDC notes to the central bank and in turn receives fresh CBDC notes of the same value—it must be ensured that the process does not leak any personal information.
[bookmark: _Toc170288570]Objectives
Upd.Wall.Obj.1 [bookmark: _Ref157103141]Wallets SHALL support all current CBDC versions.
Upd.Wall.Obj.2 [bookmark: _Ref157103150]Wallet providers SHALL ensure a timely and appropriate reaction to any security incident that affects the wallets.
Upd.Wall.Obj.3 [bookmark: _Ref157103162]Authenticity and integrity of any update SHALL be verified before its application.
Upd.Wall.Obj.4 [bookmark: _Ref157103173]Users SHALL confirm the application of updates of both wallet software and CBDC notes.
Upd.Wall.Obj.5 [bookmark: _Ref157103184]Users SHALL be informed of available updates of both wallet software and CBDC notes, about update periods and about the consequences of missing out necessary updates.
Upd.Wall.Obj.6 [bookmark: _Ref157103195][bookmark: _Ref166683936]The level of security SHALL be maintained at all times during the implementation of an update. This applies in particular to updates of the wallet software and to in-place updates of CBDC notes.
Upd.Wall.Obj.7 [bookmark: _Ref157103205]When updating CBDC notes, the confidentiality of sensitive information such as personal data or information about critical security issues SHALL be preserved. This applies in particular to updates by replacement, in which personal data SHALL NOT be transmitted to third parties.
Upd.Wall.Obj.8 [bookmark: _Ref157103216]The wallet MAY log update processes to inform the wallet provider in case of failures.
[bookmark: _Toc170288571]Threats
Upd.Wall.Thr.1 [bookmark: _Ref157103938]A vulnerability of CBDC notes, wallet software or operating system is exploited before a security update is available and applied.
Upd.Wall.Thr.2 [bookmark: _Ref157103947]CBDC notes that are not updated within the update period will become invalid and possibly worthless. This will particularly affect users who use their wallet only rarely.
Upd.Wall.Thr.3 [bookmark: _Ref157103958]A wallet receives a CBDC note it does not support. This can lead to incompatibilities and to discontinuations of transactions.
Upd.Wall.Thr.4 [bookmark: _Ref157103973]An attacker misuses the update process for attacks, for example by providing unauthorised updates or by exploiting other vulnerabilities during the application of the update.
Upd.Wall.Thr.5 [bookmark: _Ref157103982]The update mechanism may result in personal data being made public to third parties.
[bookmark: _Toc170288572]Requirements
Upd.Wall.Req.1 [bookmark: _Ref157103374]In conformity with TR Backend [1] 3.1.6, wallets SHALL support all versions of CBDC notes for which the minimum support period has not yet expired and SHOULD support all versions until the end of their respective update period. After the end of this update period, CBDC notes of legacy versions SHALL NOT any longer be supported by wallets or be used in transactions.
Upd.Wall.Req.2 [bookmark: _Ref157103397]Wallet providers SHALL receive information about upcoming updates for CBDC notes from the CBDC backend system. The wallet provider SHALL verify the authenticity and integrity of the received information.
Upd.Wall.Req.3 [bookmark: _Ref157103402]Wallets SHALL always be updated without undue delay when the central bank releases new CBDC note specifications. In order to guarantee a timely reaction, wallets SHALL be updatable with regard to the cryptographic operations used. For example, it SHALL be possible to switch to a newer encryption technique without any effort on the part of the user.
Upd.Wall.Req.4 [bookmark: _Ref157103485]In conformity with the requirements in 3.9 ‘Wallet provider’, wallets SHALL be revised regularly, at the latest when new security aspects arise. In the event of a vulnerability becoming known, wallet providers SHALL take appropriate measures until this gap is closed, which best mitigate the exploitation of this vulnerability.
Upd.Wall.Req.5 [bookmark: _Ref166684675][bookmark: _Ref157103668]Software wallets SHALL also check whether the operating system on which the wallet is installed is up-to-date. The user SHALL be informed if this is not the case. Depending on the criticality, the wallet MAY deny further transactions until the operating system is updated. 
Upd.Wall.Req.6 [bookmark: _Ref166684507]A wallet SHALL inform the user when updates of the wallet software are available and SHALL offer an easy method of application. Before the wallet update is applied, the user SHALL be asked for confirmation. A user MAY postpone the application if he or she has been informed about the consequences and confirms understanding. Consequences MAY include that the wallet can no longer be used for transactions until the update has been applied.
Upd.Wall.Req.7 [bookmark: _Ref164182847]Before wallet updates are applied, the authenticity and integrity of the update SHALL be verified.
Upd.Wall.Req.8 [bookmark: _Ref157102711]The wallet SHALL inform the user when for some CBDC notes in the wallet, a new version is available and SHALL offer an easy method of updating the affected CBDC notes. The user SHALL be informed about the update period during which these CBDC notes SHALL be updated and that any CBDC note that is not updated before the end of the update period will lose its validity. The CBDC notes SHALL only be updated after confirmation by the user; this confirmation MAY be given for all affected CBDC notes together.
Upd.Wall.Req.9 [bookmark: _Ref166686959][bookmark: _Ref157103703]If a wallet update is released as reaction to a new CBDC version, the user SHALL be given the opportunity to update his or her CBDC notes along with the wallet. Information and confirmation obligations as in Upd.Wall.Req.8 apply. In case of expected incompatibilities between the available wallet update and the version of CBDC notes that are currently stored in the user’s wallet, the user SHALL further be informed that the wallet update cannot be applied if the CBDC notes are not updated at the same time. If, in this case, the user rejects the update of the CBDC notes, the wallet update SHALL abort.
Upd.Wall.Req.10 [bookmark: _Ref157103786]The wallet provider SHALL ensure that neither the wallet update nor the update process inadvertently alter existing security mechanisms and settings
Upd.Wall.Req.11 [bookmark: _Ref157103838]Update processes SHALL NOT leak sensitive  data to third parties. In particular, they SHALL NOT provide conclusions about critical security issues in the CBDC notes nor about the financial situation of the users.
Upd.Wall.Req.12 [bookmark: _Ref157103866]In case of in-place updates for CBDC notes, the update process SHALL NOT allow any changes to the wallet or the CBDC notes that are not strictly required. In particular, the process SHALL NOT change owner or value of the affected CBDC notes and SHALL in general be hardened against injection of fraudulent note data. The update process SHALL provide a cryptographically verifiable proof that only approved changes have been made. 
Upd.Wall.Req.13 [bookmark: _Ref157103624]In case of replacement updates for CBDC notes—i. e. when the update process consists of two or more transactions between the user and an exchange point—the process SHALL be designed as an all-or-nothing protocol as laid down in TR Backend [1] (Upd.Req.9). The user SHALL verify the authenticity of the exchange point before starting the update.
Upd.Wall.Req.14 [bookmark: _Ref157103899][bookmark: _Ref169091732]The wallet SHOULD maintain a log of all in-place updates. It MAY maintain a log of all replacement updates. In case of failures, the wallet provider SHOULD be informed. 
[bookmark: _Toc170288573]Rationale
	Objective
	Covered by
	Rationale

	Upd.Wall.Obj.1
	Upd.Wall.Req.1
Upd.Wall.Req.2
	Upd.Wall.Obj.1 requires that all current CBDC notes be supported. This is covered directly by Upd.Wall.Req.1. In order to meet Upd.Wall.Req.1, it is also necessary that wallet providers are aware of upcoming changes and that they update their wallets accordingly. This is covered by Upd.Wall.Req.2.

	Upd.Wall.Obj.2
	Upd.Wall.Req.3
Upd.Wall.Req.4
Upd.Wall.Req.5
	Upd.Wall.Obj.2 requires a timely and appropriate reaction whenever security incidents become evident that affect the wallets. Upd.Wall.Req.3 addresses the reaction to changes in the CBDC specifications. Upd.Wall.Req.4 addresses the reaction to detected vulnerabilities in the wallet software. Upd.Wall.Req.5 addresses the reaction to an outdated operating system.

	Upd.Wall.Obj.3
	Upd.Wall.Req.2
Upd.Wall.Req.7
Upd.Wall.Req.13
	Upd.Wall.Obj.3 requires that only trusted updates are applied. This is addressed by the authenticity checks in Upd.Wall.Req.2, Upd.Wall.Req.7 and Upd.Wall.Req.13.

	Upd.Wall.Obj.4
	Upd.Wall.Req.6
Upd.Wall.Req.8
Upd.Wall.Req.9
	Upd.Wall.Obj.4 requires that users confirm the application of updates. This is covered by Upd.Wall.Req.6 in the case of wallet updates and by Upd.Wall.Req.8 and Upd.Wall.Req.9 in case of CBDC note updates.

	Upd.Wall.Obj.5
	Upd.Wall.Req.6
Upd.Wall.Req.8
Upd.Wall.Req.9
	Upd.Wall.Obj.5 requires transparency about all updates. Upd.Wall.Req.6 covers the information obligation concerning wallet updates. Upd.Wall.Req.8 and Upd.Wall.Req.9 cover updates of CBDC notes.

	Upd.Wall.Obj.6
	Upd.Wall.Req.10
Upd.Wall.Req.12
	Upd.Wall.Obj.6 requires that the update process itself does not reduce security or opens new attack vectors. This is covered by Upd.Wall.Req.10 and Upd.Wall.Req.12.

	Upd.Wall.Obj.7
	Upd.Wall.Req.11
	Upd.Wall.Obj.7 requires that the update process does not leak any sensitive data. This is covered by Upd.Wall.Req.11.

	Upd.Wall.Obj.8
	Upd.Wall.Req.14
	Upd.Wall.Obj.8 concerns the possibility of keeping a log of all updates. This is covered by Upd.Wall.Req.14.


Table 15: Rationale for the objectives of 3.7 ‘Update’

	Threat
	Covered by
	Rationale

	Upd.Wall.Thr.1
	Upd.Wall.Req.3
Upd.Wall.Req.4
Upd.Wall.Req.5
Upd.Wall.Req.11
	Upd.Wall.Thr.1 concerns the threat that vulnerabilities are exploited before updates are applied. This threat is mitigated by Upd.Wall.Req.3, Upd.Wall.Req.4 and Upd.Wall.Req.5 requiring a timely reaction to security-related incidents. Moreover, Upd.Wall.Req.11 prevents that the updates themselves leak information about critical security flaws, which could otherwise be used to attack CBDC notes in circulation that have not yet been updated.

	Upd.Wall.Thr.2
	Upd.Wall.Req.8
Upd.Wall.Req.9
	Upd.Wall.Thr.2 concerns the threat that CBDC notes may lose their validity if they are not updated in time. This threat is mitigated, but not entirely eliminated, by transparent information to the users as addressed in Upd.Wall.Req.8 and Upd.Wall.Req.9.

	Upd.Wall.Thr.3
	Upd.Wall.Req.1
Upd.Wall.Req.8
Upd.Wall.Req.9
	Upd.Wall.Thr.3 concerns the threat of incompatibilities between wallets and CBDC notes. This is mitigated by Upd.Wall.Req.1, Upd.Wall.Req.8 and Upd.Wall.Req.9, which make sure that CBDC notes are kept up-to-date and are supported by all wallets.

	Upd.Wall.Thr.4
	Upd.Wall.Req.2
Upd.Wall.Req.7
Upd.Wall.Req.10
Upd.Wall.Req.12
Upd.Wall.Req.13
	Upd.Wall.Thr.4 concerns the threat that the update process itself can be misused for an attack. This threat is mitigated by Upd.Wall.Req.2 and Upd.Wall.Req.7, which ensure the authenticity of the updates, by Upd.Wall.Req.10 and Upd.Wall.Req.12, which prevent malicious side-effect of the update process. Further, Upd.Wall.Req.12 and Upd.Wall.Req.13 prevent that CBDC note get lost or stolen during the update process.

	Upd.Wall.Thr.5
	Upd.Wall.Req.11
	Upd.Wall.Thr.5 concerns the leakage of personal data during the update process. This is covered by Upd.Wall.Req.11.


Table 16: Rationale for the threats of 3.7 ‘Update’
[bookmark: _Ref166510907][bookmark: _Ref166510917][bookmark: _Ref166510932][bookmark: _Ref166510943][bookmark: _Ref166757209][bookmark: _Ref166757212][bookmark: _Ref166769428][bookmark: _Ref166769431][bookmark: _Ref169813172][bookmark: _Ref169813183][bookmark: _Toc170288574]Wallet Accounting
This chapter describes the requirements for managing the account and safekeeping of CBDC notes. The management and storage of CBDC notes are central components for the professional and secure handling of CBDC notes in the individual wallet. 
Various information must be stored (temporarily) to prove the legality of holding CBDC notes and account balances. With this information, it must be possible to clearly describe the possession of CBDC notes as a whole. As part of a transaction, the transfer of ownership of the CBDC note to the recipient must be confirmed by the sender and the relationship between the note and claims of the previous owner must be changed. However, the transaction can only be executed if the payment is sufficiently covered. 
The immutability of CBDC notes, as an essential protection goal of the CBDC ecosystem, must be ensured across all processes. When storing CBDC notes, integrity must therefore be kept at an appropriately high level of protection and all sensitive data must be protected by special safeguard. 
To prevent a primitive form of double spending, wallets must not have any functionality to copy CBDC notes, not even with the help of a backup function. 
In order to increase the availability of offline transactions, some data must be integrated into the wallets provided in an online scenario by the confirmation authority. For example, this data contains information on whether the CBDC note’s version is currently supported (see TR Backend [1], 3.2.2). Conversely, some operations executed by the wallets need to be buffered locally and communicated to the CBDC backend system on the next opportunity. Examples of temporarily stored information are log files of failed validity checks and any abusive actions that are detected. For this, it is necessary to log and report anomalies and as described in 3.6 ‘Synchronisation with the CBDC backend system’.
[bookmark: _Toc170288575]Objectives
Acc.Wall.Obj.1 [bookmark: _Ref166505055]Wallets SHALL take care of the management and storage of the CBDC notes (TR Backend [1] Purp.Obj.5 and Purp.Req.8). 
Acc.Wall.Obj.2 [bookmark: _Ref169637086]Software wallets SHOULD provide additional functionality for convenience. 
Acc.Wall.Obj.3 [bookmark: _Ref166510709]Information about the wallet, in particular about the CBDC notes currently stored in a wallet account and about the wallet’s transaction history, SHALL be easily accessible to the owner of the wallet.
Acc.Wall.Obj.4 [bookmark: _Ref166510718]The integrity, confidentiality and authenticity of wallets, account balances and CBDC notes SHALL be ensured.
Acc.Wall.Obj.5 [bookmark: _Ref166510729]Sensitive data SHALL be protected. 
[bookmark: _Toc170288576]Threats
Acc.Wall.Thr.1 [bookmark: _Ref169637316]The integrity or confidentiality of CBDC notes and sensitive data is lost, for example an unauthorised person has access to the wallet.
Acc.Wall.Thr.2 [bookmark: _Ref169637336]An attacker duplicates the CBDC notes in a wallet.  
Acc.Wall.Thr.3 [bookmark: _Ref169637344]CBDC notes are deleted or otherwise lost by accident. 
Acc.Wall.Thr.4 [bookmark: _Ref169637358]The display is manipulated to display fake wallet contents, e. g. an incorrect account balance. 
Acc.Wall.Thr.5 [bookmark: _Ref169637375]Due to a lack of transparency, the content or balance of a wallet is not transparent to the owner. 
[bookmark: _Toc170288577]Requirements
Acc.Wall.Req.1 [bookmark: _Ref166510223]Wallets SHALL store the CBDC notes that are sent to the wallet account and that have passed the validity check (cf. TR Backend [1] 3.2.2 and Txn.Req.6). Invalid CBDC notes SHALL NOT be stored. 
Acc.Wall.Req.2 [bookmark: _Ref166510252]For the CBDC ecosystem, the central bank defines the set of all possible denominations for CBDC notes (see TR Backend [1], 3.3.14) to define which units of CBDC notes can be transferred and stored. Wallets SHALL be able to manage, store and aggregate these units. Any possible amount SHALL be transferable between two wallets.
Acc.Wall.Req.3 [bookmark: _Ref169637116]Software wallets SHOULD provide additional functionality for organising upcoming payments (cf. Gen.Wall.Obj.10). This SHOULD include the maintenance of a list of transaction templates and of frequent recipients (cf. Pay.Tran.Req.4). Such lists SHALL be treated as sensitive data.
Acc.Wall.Req.4 [bookmark: _Ref169637181]Wallets SHALL ensure the integrity and completeness of the stored data by complying with the requirements in 3.2 ‘Hardware and interfaces’. In particular, this SHALL apply to CBDC notes.
Acc.Wall.Req.5 [bookmark: _Ref166511389]Wallets SHALL ensure confidentiality by storing sensitive or personal data in encrypted form. The cryptographic protocols, algorithms and parameters used for the encryption SHALL comply with state-of-the-art recommendations, e. g. TR-02102-1 [3].
Acc.Wall.Req.6 [bookmark: _Ref169637429][bookmark: _Ref166511860]Wallets SHALL provide information about the current status of the user’s wallet accounts. This information SHALL be treated as sensitive data and SHOULD include 
a) the user’s current account balance,
b) the transaction history, 
c) information about transactions in conformity with Pay.Tran.Req.9,
d) the expiration date of each CBDC note,
e) logs of recently applied updates (see Upd.Wall.Req.14), and
f) where applicable, current information indicating to what extent the maximum number of consecutive offline payments is exhausted. 
This information MAY be maintained or cleared by the wallet owner.
Acc.Wall.Req.7 [bookmark: _Ref172018438]The information in Acc.Wall.Req.6 SHALL be easily accessible for the wallet owner. For displaying this information, wallets SHALL use a device in compliance with 3.2 ‘Hardware and interfaces’, which MAY be an external device. 
Acc.Wall.Req.8 [bookmark: _Ref170222070]The wallet SHALL NOT provide any functionality for copying CBDC notes (see Hard.Wall.Obj.3). In particular, there SHALL NOT exist any backup features for lost CBDC notes based on keeping copies of CBDC notes on separate storage media, as this would pose the risk of double spending.
[bookmark: _Toc170288578]Rationale
	Objective
	Covered by
	Rationale

	Acc.Wall.Obj.1
	Acc.Wall.Req.1
Acc.Wall.Req.2
	Acc.Wall.Obj.1 requires that wallets contain functionality for managing and storing CBDC notes. Acc.Wall.Req.1 covers the storage. Acc.Wall.Req.2 covers technical prerequisites.

	Acc.Wall.Obj.2
	Acc.Wall.Req.3

	Acc.Wall.Obj.2 requires that wallets allow a convenient handling of accounts and payments. Such functionality and maintenance options are covered by Acc.Wall.Req.3.

	Acc.Wall.Obj.3
	Acc.Wall.Req.7
	Acc.Wall.Obj.3 requires that the wallet’s contents are transparent to its owner. This is covered by Acc.Wall.Req.7.

	Acc.Wall.Obj.4
	Acc.Wall.Req.4
Acc.Wall.Req.5
	Acc.Wall.Obj.4 requires that wallet contents are protected. Acc.Wall.Req.4 ensures integrity protection. Acc.Wall.Req.5 ensures confidentiality.

	Acc.Wall.Obj.5
	Acc.Wall.Req.5
	Acc.Wall.Obj.5 concerns the confidentiality of sensitive data. This is covered by Acc.Wall.Req.5.


Table 17: Rationale for the objectives of 3.8 ‘Wallet Accounting’

	Threat
	Covered by
	Rationale

	Acc.Wall.Thr.1
	Acc.Wall.Req.4
Acc.Wall.Req.5
	Acc.Wall.Thr.1 concerns the loss of integrity or confidentiality. Acc.Wall.Req.4 ensures integrity and Acc.Wall.Req.5 ensures confidentiality of stored sensitive data.

	Acc.Wall.Thr.2
	Acc.Wall.Req.8
	Acc.Wall.Thr.2 concerns the threat that CBDC notes are duplicated. Acc.Wall.Req.8 ensures that there is no functionality given by the wallet for copying CBDC notes. 

	Acc.Wall.Thr.3
	Acc.Wall.Req.4
	Acc.Wall.Thr.3 concerns the threat that CBDC notes are deleted by accident. This is prevented by Acc.Wall.Req.4, which ensures integrity and completeness of CBDC notes.

	Acc.Wall.Thr.4
	Acc.Wall.Req.7
	Acc.Wall.Thr.4 concerns the threat that the display used to shown the wallet content is manipulated. Acc.Wall.Req.7 ensures that a device is used that is in conformity with this TR.

	Acc.Wall.Thr.5
	Acc.Wall.Req.7

	Acc.Wall.Thr.5 concerns a lack of transparency towards the user. Acc.Wall.Req.7 ensure that all information, in particular the value of the account balance is transparent to the owner. 


Table 18: Rationale for the threats of 3.8 ‘Wallet Accounting’

[bookmark: _Ref160704971][bookmark: _Toc170288579]Wallet provider
A wallet provider is a company or other entity that provides a CBDC wallet (i. e. a software application or other medium) for holding, storing and transferring CBDC notes.
Wallets allow user to participate in the CBDC ecosystem by enabling CBDC transactions to be carried out and by providing storage and transaction security. At best, all CBDC wallets can interact with each other. It is hence the wallet provider’s task to ensure interoperability and to be a point of trust in the deployment of CBDC wallets.
In fact, wallet providers must be trusted participants of the entire CBDC ecosystem and act as the link to the CBDC backend. For example, since offline payments take place without notice of the CBDC backend system, the responsibility for their security cannot lie with the central bank alone. The wallet providers play a crucial role in supporting the central bank in detecting malicious behaviour and in implementing protection against it.
Below are requirements for the wallet provider to strengthen security in this area.
[bookmark: _Toc170288580]Objectives
Prov.Wall.Obj.1 [bookmark: _Ref169514996]Wallet providers SHALL be approved by a competent authority.
Prov.Wall.Obj.2 [bookmark: _Ref169516716][bookmark: _Ref169515007]Wallet providers SHALL cooperate with the central bank and other competent authorities in protecting the security of the CBDC payment system.
Prov.Wall.Obj.3 [bookmark: _Ref169515026]Wallet providers SHALL have an adequate security concept including backup and restore mechanisms, recovery plans, emergency tests.
Prov.Wall.Obj.4 The wallet provider SHALL implement in its solution all required security features and SHALL provide necessary updates in a timely manner.
Prov.Wall.Obj.5 [bookmark: _Ref169515035]The wallet provider SHALL provide accessible terms and conditions.
Prov.Wall.Obj.6 [bookmark: _Ref169515045]The wallet provider SHALL inform users about the security-critical properties of the wallet and SHALL keep them informed about security-critical incidents, provided they are relevant to the users.
[bookmark: _Toc170288581]Threats
Prov.Wall.Thr.1 [bookmark: _Ref169191687]The user acceptance of a wallet solution suffers from a lack of trust, transparency or usability.
Prov.Wall.Thr.2 [bookmark: _Ref169191697]Security-critical functions or deficiencies in the wallet are exploited, possibly over a long period of time.
Prov.Wall.Thr.3 [bookmark: _Ref169191705]An internal offender uses his knowledge for the purpose of a systematic attack on the wallet infrastructure.
Prov.Wall.Thr.4 [bookmark: _Ref169191990]Wallets pose a threat to the whole CBDC payment system because the wallet providers do not sufficiently cooperate with the CBDC backend system.
Prov.Wall.Thr.5 [bookmark: _Ref169191719]The CBDC payment system cannot be used as intended because the wallet providers do not sufficiently cooperate with the CBDC backend system.
[bookmark: _Toc170288582]Requirements
Prov.Wall.Req.1 [bookmark: _Ref169192284]Wallet providers and their wallet solutions SHALL be approved by a competent authority. The wallet providers SHALL provide to this competent authority all information that is necessary for a thorough evaluation of their wallet solution and for assessing the conformity with this TR.
Prov.Wall.Req.2 [bookmark: _Ref169193369]The wallet provider SHALL have a security concept for its wallet solution. The security concept SHALL be in conformity with established recommendations, e. g. BSI Standard 200-1 [13]. It SHALL address all relevant aspects, and the solution SHALL be tailored to the concept. In particular, the wallet provider SHALL set up and document an appropriate authentication policy for the access and use of the wallet. This policy SHALL be in compliance with 3.3 ‘Authentication and authorisation’. When selecting employees, it is also important to pay attention to whether a person can be assigned a security-sensitive activity or whether there are actual indications that there are against a transfer of such activities. The criteria should be laid down in this concept.
Prov.Wall.Req.3 [bookmark: _Ref169192365]The wallet provider SHALL provide the user with general information on how to use the wallet. In this context, information on the possible use cases in which the wallet can be used and general limitations, such as holding limits, SHOULD also be published.
Prov.Wall.Req.4 [bookmark: _Ref169192375]The wallet provider SHALL provide accessible terms and conditions for the use of the wallet. In particular, the general terms and conditions SHALL address the general risks of using the wallet and of participating in transactions, and SHALL clarify the privacy policy.
Prov.Wall.Req.5 [bookmark: _Ref169192388]In case of smart cards or other self-contained hardware wallets, the wallet provider SHALL inform the user about expiry dates (cf. 3.2 ‘Hardware and interfaces’).
Prov.Wall.Req.6 [bookmark: _Ref169192424]The wallet provider SHALL inform the user about the terms and limitations of offline transactions (TR Backend [1], Pay.Req.7.Off). In particular, it SHALL be made transparent to the user which functions of a wallet are still executable in an offline scenario and, more general, in the event of technical restrictions. Moreover, the user SHALL be informed within the terms and conditions that not all security mechanisms of the backend can take place in the context of an offline transaction.
Prov.Wall.Req.7 [bookmark: _Ref166680086]The wallet provider SHALL regularly collect information about upcoming CBDC updates from the central bank through the designated communication channels (cf. TR Backend [1], Upd.Req.4 and Doc.Req.7).
Prov.Wall.Req.8 [bookmark: _Ref166680134][bookmark: _Ref169192758]The wallet provider SHALL continuously gather information on security vulnerabilities applicable for its wallet solutions. To this effect, it SHOULD regularly check relevant sources, e. g. the security advisories of the German Federal Office for Information Security (BSI) and the National Vulnerability Database of the National Institute for Standards and Technology (NIST). The wallet provider SHALL also take into account the logged information according to Upd.Wall.Req.14.
Prov.Wall.Req.9 [bookmark: _Ref169192760]If, in the situation of Prov.Wall.Req.7 or Prov.Wall.Req.8, the announcement of CBDC updates or the detection of new vulnerabilities demand that the wallet software is updated, the wallet provider SHALL provide updates as soon as possible and SHALL make sure that they respect the minimum support period and the backward compatibility rules defined by the central bank (see TR Backend [1], Upd.Req.6 and Upd.Req.7).
Prov.Wall.Req.10 [bookmark: _Ref169193130]The wallet provider SHALL inform the user when the updates for CBDC notes and wallets are ready for application and about the update period of CBDC notes (cf. TR Backend [1], Upd.Req.4).
Prov.Wall.Req.11 [bookmark: _Ref169193433][bookmark: _Ref169187918]The wallet provider SHALL cooperate with the central bank regarding threat detection (see TR Backend [1], Mon.Obj.2) and security incidents related to wallets.
Prov.Wall.Req.12 [bookmark: _Ref169188217][bookmark: _Ref169193435]The wallet provider SHALL support the central bank in blocking suspicious wallets (see Dis.Wall.Req.9 and TR Backend [1], Mon.Req.5) by making sure that their wallets do not accept payments to or from blocked wallets (see Dis.Wall.Req.9). In particular, the wallet provider SHALL use best efforts to provide the wallets with necessary information to identify blocked wallets even in an offline scenario.
Prov.Wall.Req.13 [bookmark: _Ref170223418]In order to avoid mishandling, care SHOULD be taken to ensure that the user journey of the product meets the current standards and thus enables risk-free handling.
[bookmark: _Toc170288583]Rationale
	Objective
	Covered by
	Rationale

	Prov.Wall.Obj.1
	Prov.Wall.Req.1
	Prov.Wall.Obj.1 requires that wallet providers are approved, This is covered by Prov.Wall.Req.1.

	Prov.Wall.Obj.2
	Prov.Wall.Req.1
Prov.Wall.Req.7
Prov.Wall.Req.9
Prov.Wall.Req.10
Prov.Wall.Req.11
Prov.Wall.Req.12
	Prov.Wall.Obj.2 requires cooperation from the wallet providers. Prov.Wall.Req.1 ensures cooperation in the security assessment of their wallet solution. Prov.Wall.Req.7, Prov.Wall.Req.9 and Prov.Wall.Req.10 ensure cooperation in the maintenance of CBDC updates. Prov.Wall.Req.11 and Prov.Wall.Req.12 ensure cooperation in the detection and mitigation of security incidents.

	Prov.Wall.Obj.2
	Prov.Wall.Req.2
	Prov.Wall.Obj.2 requires that wallet providers have an adequate security concept. This is covered by Prov.Wall.Req.2.

	Prov.Wall.Obj.3
	Prov.Wall.Req.1
Prov.Wall.Req.7
Prov.Wall.Req.8
Prov.Wall.Req.9
	Prov.Wall.Obj.3 requires that wallet providers implement and maintain all required security features. Conformity with this TR as required by Prov.Wall.Req.1 ensures that the required features are implemented. Prov.Wall.Req.7, Prov.Wall.Req.8 and Prov.Wall.Req.9 ensure that vulnerabilities are detected and updates provided.

	Prov.Wall.Obj.5
	Prov.Wall.Req.3
Prov.Wall.Req.4
Prov.Wall.Req.5
Prov.Wall.Req.6
	Prov.Wall.Obj.5 requires that wallet providers provide accessible terms and conditions. Information obligations are covered by Prov.Wall.Req.3, Prov.Wall.Req.4, Prov.Wall.Req.5 and Prov.Wall.Req.6.

	Prov.Wall.Obj.6
	Prov.Wall.Req.4
Prov.Wall.Req.6
	Prov.Wall.Obj.6 requires that wallet providers inform the users about risks and security-critical properties of the wallet. Information obligations concerning the risks of using the CBDC payment system are treated in Prov.Wall.Req.4 and Prov.Wall.Req.6.


Table 19: Rationale for the objectives of 3.9 ‘Wallet provider’

	Threat
	Covered by
	Rationale

	Prov.Wall.Thr.1
	Prov.Wall.Req.1
Prov.Wall.Req.3
Prov.Wall.Req.4
Prov.Wall.Req.5
Prov.Wall.Req.6
Prov.Wall.Req.10
Prov.Wall.Req.13
	Prov.Wall.Thr.1 concerns the threat of poor user acceptance due to deficiencies in the wallet solution. Prov.Wall.Req.1 ensures trust by requiring approved wallet providers. Prov.Wall.Req.3, Prov.Wall.Req.4, Prov.Wall.Req.5, Prov.Wall.Req.6 and Prov.Wall.Req.10 ensure transparency towards the users.  Prov.Wall.Req.13 is in place to avoid mishandling.

	Prov.Wall.Thr.2
	Prov.Wall.Req.7
Prov.Wall.Req.8
Prov.Wall.Req.9
	Prov.Wall.Thr.2 concerns the threat that vulnerabilities are exploited or remain undetected. This is prevented by Prov.Wall.Req.7 and Prov.Wall.Req.8 requiring that the wallet provider collects information about necessary security updates, and by Prov.Wall.Req.9 ensuring that these are applied in a timely manner.

	Prov.Wall.Thr.3
	Prov.Wall.Req.2
	Prov.Wall.Thr.3 concerns the threat of internal attackers. 

	Prov.Wall.Thr.4
	Prov.Wall.Req.1
Prov.Wall.Req.7
Prov.Wall.Req.9
Prov.Wall.Req.11
Prov.Wall.Req.12
	Prov.Wall.Thr.4 concerns the threat which uncooperative wallet providers may pose to the entire CBDC payment system. Prov.Wall.Req.1 ensures that the wallet provider cooperates in assessing the security of the wallet solution. Prov.Wall.Req.7 and Prov.Wall.Req.9 ensure that the wallet provider cooperates in the application of updates. Prov.Wall.Req.11 and Prov.Wall.Req.12 ensure that the wallet provider cooperates in the threat detection and blocking of malicious wallets.

	Prov.Wall.Thr.5
	Prov.Wall.Req.1
Prov.Wall.Req.9
	Prov.Wall.Thr.5 concerns the threat that wallets cannot be used as intended due to insufficient cooperation of the wallet provider. Prov.Wall.Req.1 ensures a general conformity of the wallet solution with this TR. Prov.Wall.Req.9 obliges the wallet providers to heed compatibility rules.


Table 20: Rationale for the threats of 3.9 ‘Wallet provider’
[bookmark: _Toc170288584]Transactions
The area of transaction includes payment and validity check. Corresponding requirements can be found in the sub-chapters.
In the payment process, it is still necessary to clarify how the user receives the recipient’s ID. According to the type of messenger services, it is conceivable to use the mobile phone number corresponding to the mobile device. Information such as the IBAN (International Bank Account Number) could also be used in banking.
Transactions include payment, distribution and exchange.
[bookmark: _Ref155259768][bookmark: _Toc170288585]Payment
Paying with CBDC notes is expected to work much like contactless paying with an NFC-enabled bank card. A wallet – as an app on a mobile device or as a hardware token – will be needed, which has been connected to another payment method or bank account or charged with notes like a prepaid card. 
For payments at a POS, the wallet will then simply be held to the reader. The user may be asked for PIN or a biometric factor such as a fingerprint, or facial recognition may be desired to confirm the payment. For payments that do not run through a POS system, the user may select the desired recipient from his or her stored contacts or may enter the receiving wallet’s identification number directly, similar to the IBAN in banking. A mobile number of the recipient would also be conceivable to identify the recipient. When using mobile devices, a QR code can be scanned and the recipient data can be recorded. In a further step, the amount and type of transaction is selected or entered and possibly a subject or message. The entered data is displayed on the display – if any – and confirmed by the user. At any time before confirmation, the transaction can be cancelled by the user. Only after confirmation, it is carried out. The mechanisms explained in TR Backend will then ensure a secure execution of the transaction, for example, by requiring that authentication measures and the encryption of the transactions must correspond to the state of the art, and that a completed transaction cannot be revoked since the sender no longer has access to the transferred CBDC notes.
In the above described payment scenarios, an important aspect is that transaction details are made transparent to the sender and the recipient. Each participant in a transaction must know which transaction will take or has taken place, what data is to be or has been exchanged, and whether it is an online transaction or whether it is an offline transaction, that only can implement lower protection measures. By showing all the details of the transaction to the sender, they can cancel the transaction if it seems incorrect. By showing the details to the recipient, they are informed that the value of the CBDC note is credited to their wallet, but also, in the case of an offline payment, that not all security mechanisms of the backend will immediately apply.
Note that transparency in the above sense may not be practicable in other use cases. Consider, for example, transactions in an M2M context, where displaying the transaction details and waiting for active confirmation may be rather nonsensical. Depending on the specific situation, it may be better just to maintain a detailed log file for later inspection. However, since this TR focusses on P2P use cases, such adaptions to the M2M context are out of scope of the following chapters.
[bookmark: _Toc170288586]Objectives
Pay.Tran.Obj.1 [bookmark: _Ref159940047]Transactions SHALL be possible between all wallets that are designated for the respective transaction type.
Pay.Tran.Obj.2 [bookmark: _Ref159940072]The receiver’s ID and the amount to be transferred SHALL be specified. The sender MAY choose additional transaction options. The sender SHALL confirm each transaction before execution.
Pay.Tran.Obj.3 [bookmark: _Ref159940082]The risk of performing unintended transactions amounts SHALL be minimised.
Pay.Tran.Obj.4 [bookmark: _Ref159940093]Before a transaction is executed, it SHALL be verified that the receiver’s wallet supports the version of the CBDC notes to be sent.
Pay.Tran.Obj.5 [bookmark: _Ref159940107]Transactions SHALL be processed in conformity with TR Backend [1], in particular with respect to authorisation, transparency, and the preference for online over offline validity checks.
Pay.Tran.Obj.6 [bookmark: _Ref159940117]All details SHALL be made transparent to the parties involved in the transaction.
Pay.Tran.Obj.7 [bookmark: _Ref159940129]Transactions SHALL NOT be interfered with, tampered with, or read.
Pay.Tran.Obj.8 [bookmark: _Ref159940140]Both completed transactions and transactions that aborted with a failure SHOULD be logged in the sender’s transaction history. Completed transactions SHOULD also be logged in the recipient’s transaction history.
Pay.Tran.Obj.9 [bookmark: _Ref159940153]Depending on the type of transaction, the strength of authentication SHALL be chosen. 
Pay.Tran.Obj.10 Before a transaction is executed, it SHALL be ensured that the sender’s wallet account is adequately funded
[bookmark: _Toc170288587]Threats
Pay.Tran.Thr.1 [bookmark: _Ref160002247]A transaction cannot be executed because the technical infrastructure, such as a card readers or internet connection, is not available.
Pay.Tran.Thr.2 [bookmark: _Ref160002259]A CBDC note cannot be used for transactions due to technical incompatibilities between different or outdated versions of CBDC notes, applications or infrastructure.
Pay.Tran.Thr.3 [bookmark: _Ref160002268]The transaction that is executed differs from what the sender has or believes to have confirmed, for example, due to a carelessness by the sender or because an attacker manipulates the transaction details. 
Pay.Tran.Thr.4 [bookmark: _Ref160002277]A transaction of any kind is performed by an entity who is not the owner of the CBDC notes that are spent in this transaction.
Pay.Tran.Thr.5 [bookmark: _Ref160002286]The execution of a transaction is interrupted, leaving the payment process or the ownership of the CBDC notes in an unclear state.
Pay.Tran.Thr.6 [bookmark: _Ref160002295]An unauthorised third party obtains information on the sender, receiver or value of a transaction.
Pay.Tran.Thr.7 [bookmark: _Ref160002313]A CBDC note cannot be used for transactions because its owner lost the secret key that is required for authenticating such transactions. From a technical perspective, such a CBDC note is still valid but cannot be used.
[bookmark: _Toc170288588]Requirements
Pay.Tran.Req.1 [bookmark: _Ref159940802]It SHALL be possible to transfer CBDC notes between any wallet regardless of the provider or the specific implementation. All wallet types SHALL implement the agreed technical communication standards used for mobile banking.
Pay.Tran.Req.2 [bookmark: _Ref159940880]If the sender’s wallet runs on hardware that is not itself equipped with a display and an input device, a card reader in conformity with 3.2 ‘Hardware and interfaces’ SHALL be used in the transactions.
Pay.Tran.Req.3 [bookmark: _Ref159941007][bookmark: _Ref159402109]Communication between different wallets and between wallets and terminal devices SHALL use secure channels as laid down in 3.2 ‘Hardware and interfaces’. Communication between wallets or card readers and the CBDC backend system SHALL be in conformity with TR Backend [1] (3.3.5).
Pay.Tran.Req.4 [bookmark: _Ref159402098]The recipient and the amount of a transaction SHALL be specified. There SHOULD exist different methods of how to enter these data (cf. 3.2 ‘Hardware and interfaces’). For example, the sender MAY select the recipient from a local address list, or the recipient’s wallet ID and the amount MAY be entered manually.
Pay.Tran.Req.5 [bookmark: _Ref159940911]In addition to the input options in Pay.Tran.Req.4, the recipient MAY provide his or her wallet ID or the amount of the transaction by presenting a QR code or through some other channel. In this case, the communication channel SHALL be in conformity with Pay.Tran.Req.3 to ensure that the correct amount of CBDC notes is transferred to the intended recipient.
Pay.Tran.Req.6 [bookmark: _Ref159940941]For transactions, different payment-options MAY be available to be chosen by the sender (e. g. storing the recipient’s ID in a local address list for future transactions (cf. 3.1 ‘General functions’) or, if implemented in the CBDC design, adding a reference or message to the transaction).
Pay.Tran.Req.7 [bookmark: _Ref160002628]If the CBDC solution includes functionality for offline transactions, transaction protocols SHOULD in principle be executable without an active connection to the CBDC backend system. However, in conformity with TR Backend [1] (3.2.4), transactions SHOULD NOT be executed as offline transactions if an online connection to the confirmation authority can be established. Transactions that are not allowed in an offline scenario SHALL NOT be executed as offline transactions.
Pay.Tran.Req.8 [bookmark: _Ref169176079]If the user initiates an offline transaction, the wallet SHOULD provide information to what extent the limit for consecutive offline transactions is currently exhausted and SHALL explicitly and in good time warn the user that an online payment is due before offline transactions are disabled.
Pay.Tran.Req.9 [bookmark: _Ref159940858]The execution of a transaction SHALL be in conformity with TR Backend [1] (3.2). In particular, transaction details SHALL be made transparent to both sender and recipient; this information includes
a) an identifier for the sending account,
b) an identifier for the receiving account,
c) the amount of money which is to be transferred,
d) the date and time of execution,
e) the kind of transaction (payment, distribution, exchange),
f) the connectivity status of the sending and receiving wallet.
Moreover, the sender SHALL confirm the transaction and SHALL prove ownership of the CBDC notes to be sent. The receiving wallet SHALL perform a validity check on all transferred CBDC notes (cf. Val.Tran.Req.1 and TR Backend [1]).
Pay.Tran.Req.10 [bookmark: _Ref159941066][bookmark: _Ref159941169]In addition to checking that the versions of the received CBDC notes have not yet expired (cf. TR Backend [1] Val.Req.5), the receiving wallet SHALL also check whether they are compatible with the versions it currently supports itself. In case of incompatibilities with the version of any of the involved CBDC notes, the transaction SHALL abort.
Pay.Tran.Req.11 [bookmark: _Ref166788311]If a transaction is successfully completed, the value of the transferred CBDC notes SHALL be credited to the account balance of the recipient and the wallet or the card reader in use SHALL display a confirmation message. Transactions SHALL not be revocable and SHOULD be logged in both the sender’s and the recipient’s transaction history. The recipient’s wallet SHALL store the transferred notes in conformity with 3.8 ‘Wallet Accounting’.
Pay.Tran.Req.12 [bookmark: _Ref160003138]If the online connection is lost during the execution of a transaction and if this transaction is not allowed in an offline scenario, it SHALL be aborted. If the transaction is allowed in an offline scenario, the execution MAY continue. In this case, all requirements for offline transactions apply.
Pay.Tran.Req.13 [bookmark: _Ref159941176]If a transaction fails, e. g. due to connectivity or compatibility issues, the original state SHALL be restored as laid down in TR Backend [1] (3.2.4). The wallet or the terminal device in use SHALL display a failure message to the sender that clearly indicates the reason of the abortion. The aborted transaction SHOULD be logged in the sender’s transaction history.
Pay.Tran.Req.14 [bookmark: _Ref166789284][bookmark: _Ref166789113]For confirming the transaction, the authentication as laid down in 3.3 ‘Authentication and authorisation’ SHALL be in place.
Pay.Tran.Req.15 [bookmark: _Ref169173216]To prevent that the user of the wallet permanently loses access to the wallet or the notes, authentication means SHALL be recoverable according to Auth.Wall.Req.10.

[bookmark: _Toc170288589]Rationale
	Objective
	Covered by
	Rationale

	Pay.Tran.Obj.1
	Pay.Tran.Req.1
Pay.Tran.Req.9
	Pay.Tran.Obj.1 requires interoperability between all relevant wallets within their scope of application. This is explicitly covered by Pay.Tran.Req.1 and supported by Pay.Tran.Req.9, which ensures conformity with the general requirements in TR Backend [1].

	Pay.Tran.Obj.2
	Pay.Tran.Req.2
Pay.Tran.Req.4
Pay.Tran.Req.5
Pay.Tran.Req.6
Pay.Tran.Req.9
	Pay.Tran.Obj.2 concerns rules for entering and confirming transaction data by the sender. Pay.Tran.Req.2 ensures that the technical requirements for user interaction are fulfilled. Pay.Tran.Req.4 and Pay.Tran.Req.5 cover the specification of recipient and amount. Pay.Tran.Req.6 covers additional payment options. Pay.Tran.Req.9 ensures that transactions are confirmed before execution.

	Pay.Tran.Obj.3
	Pay.Tran.Req.3
Pay.Tran.Req.9
	Pay.Tran.Obj.3 requires that measures be taken to avoid unintended transactions. Making transaction details transparent and enforcing a confirmation by the sender, as required by TR Backend [1] referenced in Pay.Tran.Req.9, mitigates the risk of careless mistakes. Pay.Tran.Req.3 ensures secure communication between wallets, card readers and the CBDC backend system, which can prevent attackers from altering transaction details before or after confirmation.

	Pay.Tran.Obj.4
	Pay.Tran.Req.10
	Pay.Tran.Obj.4 requires that potential compatibility issues are detected. This is covered by Pay.Tran.Req.10.

	Pay.Tran.Obj.5
	Pay.Tran.Req.9
	Pay.Tran.Obj.5 requires conformity with TR Backend [1] while processing transactions. This is directly covered by Pay.Tran.Req.9.

	Pay.Tran.Obj.6
	Pay.Tran.Req.8
Pay.Tran.Req.9
Pay.Tran.Req.11
Pay.Tran.Req.13
	Pay.Tran.Obj.6 requires that transaction details be made transparent to the participating parties. This is covered by TR Backend [1] as referenced in Pay.Tran.Req.9. In addition, success or failure messages are covered in Pay.Tran.Req.11 and Pay.Tran.Req.13, respectively. Pay.Tran.Req.8 ensures that the current status of consecutive offline payments is transparent to the user.

	Pay.Tran.Obj.7
	Pay.Tran.Req.3
	Pay.Tran.Obj.7 concerns the integrity and confidentiality of transactions. These are ensured by Pay.Tran.Req.3.

	Pay.Tran.Obj.8
	Pay.Tran.Req.11
Pay.Tran.Req.13
	Pay.Tran.Obj.8 requires that all confirmed transactions should be logged. The logging of successful transactions is covered by Pay.Tran.Req.11. The logging of aborted transactions is covered by Pay.Tran.Req.13.

	Pay.Tran.Obj.9
	Pay.Tran.Req.14
	Pay.Tran.Obj.9 concerns the strength of the authentication procedures. This is covered by Pay.Tran.Req.14.


Table 21: Rationale for the objectives of 4.1 ‘Payment’

	Threat
	Covered by
	Rationale

	Pay.Tran.Thr.1
	Pay.Tran.Req.1
Pay.Tran.Req.7
Pay.Tran.Req.12
	Pay.Tran.Thr.1 concerns the threat of missing transaction infrastructure or internet connection. Providing a sufficient number of devices and the necessary infrastructure is not the responsibility of this TR. However, Pay.Tran.Thr.1 is somewhat mitigated by Pay.Tran.Req.1, which increases the interoperability of all existing wallets. Moreover, Pay.Tran.Req.7 and Pay.Tran.Req.12 allow offline transactions in certain situations, which reduces problems arising from a missing internet connection.

	Pay.Tran.Thr.2
	Pay.Tran.Req.1
Pay.Tran.Req.10
	Pay.Tran.Thr.2 concerns the threat of technical incompatibilities. This is covered by Pay.Tran.Req.1. Incompatibilities between different CBDC versions are covered by Pay.Tran.Req.10.

	Pay.Tran.Thr.3
	Pay.Tran.Req.3
Pay.Tran.Req.9
	Pay.Tran.Thr.3 concerns the threat that a transaction is executed which differs from what the sender expected. Pay.Tran.Req.9 ensures transparency and explicit confirmation of transactions, which mitigate the risk of careless mistakes. Secure communication between wallets and card readers prevents an attacker from manipulating the transaction data before confirmation. Secure communication between wallets and the CBDC backend system prevents an attacker from manipulating the transaction data after confirmation. Both are covered by Pay.Tran.Req.3.

	Pay.Tran.Thr.4
	Pay.Tran.Req.3
Pay.Tran.Req.9
Pay.Tran.Req.14
	Pay.Tran.Thr.4 concerns the threat that an unauthorised entity performs a transaction. This is covered by the authentication procedure in Pay.Tran.Req.3 and Pay.Tran.Req.14, and the proof of ownership referenced in Pay.Tran.Req.9.

	Pay.Tran.Thr.5
	Pay.Tran.Req.9
Pay.Tran.Req.11
Pay.Tran.Req.13
	Pay.Tran.Thr.5 concerns the threat that an unexpected interruption leads to an unclear state. The requirements referenced in Pay.Tran.Req.9 and Pay.Tran.Req.13 ensure that transactions are eventually atomic, so that they always end in a well-defined state. The success or failure messages in Pay.Tran.Req.11 and Pay.Tran.Req.13 ensure that potential uncertainties about the state are clarified.

	Pay.Tran.Thr.6
	Pay.Tran.Req.3
Pay.Tran.Req.9
	Pay.Tran.Thr.6 concerns the loss of confidential information. This is covered by Pay.Tran.Req.3, which ensures secure communication between all involved entities, and by TR Backend [1] as referenced in Pay.Tran.Req.9.

	Pay.Tran.Thr.7
	Pay.Tran.Req.15
	Pay.Tran.Thr.7 concerns the threat that CBDC notes cannot be spent because of lost authentication means. This is mitigated by Pay.Tran.Req.15.


Table 22: Rationale for the threats of 4.1 ‘Payment’
[bookmark: _Ref155259873][bookmark: _Toc170288590]Validity check
CBDC notes are subjected to a validity check by the confirmation authority, whenever a transaction is executed online. The validity check aims at detecting possible frauds and double spending. It also verifies that the sender’s wallet is authentic and has not been blocked. With the check, it must be possible to ensure the authenticity of CBDC notes and their owner. While, within the CBDC system, the confirmation authority is the entity that has the most comprehensive overview of security-related activities, this does not relieve wallet providers from their responsibility for implementing measures that counter attacks on the CBDC notes’ validity and thus on the trustworthiness of the whole CBDC payment system.
Particularly, in the case of offline transactions, the validity of notes cannot be checked directly as not all backend security measures are available at the time of transaction. Therefore, the execution of offline transactions involves certain risks and the importance of a trustworthy and reliable wallet becomes evident.
This includes among others the implementation of specific security measures which ensure that it must not be technically possible to modify or ignore the result of a validity check. Moreover, in order to support the CBDC backend system in detecting malicious wallets, it is necessary that benign wallets regularly submit information about failed validity checks to the confirming authority.
[bookmark: _Toc170288591]Objectives
Val.Tran.Obj.1 [bookmark: _Ref161820838]Wallets SHALL perform validity checks for all CBDC notes in all incoming transactions.
Val.Tran.Obj.2 [bookmark: _Ref161820848]Wallets SHALL follow the result of the validity check. In particular, invalid CBDC notes SHALL not be accepted.
Val.Tran.Obj.3 [bookmark: _Ref161820857]Wallets SHALL log failed validity checks.
[bookmark: _Toc170288592]Threats
Val.Tran.Thr.1 [bookmark: _Ref161820875]Invalid CBDC notes get into circulation, for example several copies of the same note all of which pass the validity check. 
Val.Tran.Thr.2 [bookmark: _Ref161820885]An attacker gains access to that component of a wallet which is responsible for the validity checks of CBDC notes for offline transactions. The attacker may thus manipulate the results of all future offline validity checks on that particular wallet at will.
Val.Tran.Thr.3 [bookmark: _Ref161820894]An attacker manipulates the results of online validity checks that are provided by the CBDC confirmation authority.
[bookmark: _Toc170288593]Requirements
Val.Tran.Req.1 [bookmark: _Ref161820968]For all incoming transactions and all CBDC notes contained therein, the receiving wallet SHALL check whether the received CBDC notes are valid. The receiving wallet SHALL perform an online check whenever required or possible, or an offline check otherwise; it SHALL follow the details for validity checks as laid down in TR Backend [1].
Val.Tran.Req.2 [bookmark: _Ref161820992]The wallet SHALL refuse to receive transactions in the event of a negative check result.
Val.Tran.Req.3 [bookmark: _Ref161821012]It SHALL NOT be possible to manipulate a wallet in such a way that the result of a validity check can be altered or ignored at will.
Val.Tran.Req.4 [bookmark: _Ref161821044]If a validity check fails, the wallet SHALL log the failure and SHALL report this to the backend system in conformity with 3.6 ‘Synchronisation with the CBDC backend system’ and TR Backend [1].
Val.Tran.Req.5 [bookmark: _Ref161821159]The communication between wallet and confirmation authority SHALL be secured according to TR Backend [1] (3.3.5).
[bookmark: _Toc170288594]Rationale
	Objective
	Covered by
	Rationale

	Val.Tran.Obj.1
	Val.Tran.Req.1
	Val.Tran.Obj.1 requires that the receiving wallet verifies the validity of all received CBDC notes. This is covered by Val.Tran.Req.1.

	Val.Tran.Obj.2
	Val.Tran.Req.2
Val.Tran.Req.3
	Val.Tran.Obj.2 requires that the result of the validity check is binding. Val.Tran.Req.2 prohibits that the wallet ignores negative check results. Val.Tran.Req.3 ensures that this prohibition cannot be circumvented.

	Val.Tran.Obj.3
	Val.Tran.Req.4
	Val.Tran.Obj.3 requires that failed validity checks shall be logged and reported. This is covered by Val.Tran.Req.4 and the references therein.


Table 23: Rationale for the objectives of 4.2 ‘Validity check’

	Threat
	Covered by
	Rationale

	Val.Tran.Thr.1
	Val.Tran.Req.1
Val.Tran.Req.2
Val.Tran.Req.3
	Val.Tran.Thr.1 concerns the risk of invalid CBDC notes getting into circulation. This risk is mitigated by Val.Tran.Req.1 requiring that wallets perform validity checks, and by Val.Tran.Req.2 and Val.Tran.Req.3 making sure that the check results cannot be ignored at will nor through manipulation.

	Val.Tran.Thr.2
	Val.Tran.Req.3
	Val.Tran.Thr.2 concerns the threat that an attacker controls the offline validity check of a target wallet. This is covered by Val.Tran.Req.3.

	Val.Tran.Thr.3
	Val.Tran.Req.3
Val.Tran.Req.5
	Val.Tran.Thr.3 concerns the threat that an attacker manipulates the results of online validity checks. Val.Tran.Req.5 ensures that authenticity and integrity of the check results are secured during transmission. Val.Tran.Req.3 ensures that the results cannot be manipulated inside the wallet.


Table 24: Rationale for the threats of 4.2 ‘Validity check’

1 Introduction
3 Wallet
Annex A: Comparison of CBDC and cash
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[bookmark: _Toc170288595]Conclusion
The central bank must make various decisions on the technical implementation of the CBDC and the necessary steps (design of the backend, the frontend, scope of supported payment methods, legal requirements). With the series of guidelines, the BSI is taking a pioneering role as a cyber-security authority of the German federal government by actively addressing the development of IT security requirements for CBDC and by setting essential standards here. 
The BSI TR-03179-1 and -2 guidelines are aimed at providers of CBDC systems, for whom they can serve as a guide for a secure implementation in accordance with the ‘Security by Design’ principle. The TR may also be used as a basis for a later certification process. 
The first part of the Technical Guideline deals with the requirements for the backend systems of the CBDC infrastructure operated by the central bank. In addition to general IT security requirements – e. g. cryptographic procedures, IT systems used and physical security – these include, above all, the requirements relevant to the backend system for the specific processes throughout the CBDC lifecycle. Special emphasis is placed on requirements to avoid counterfeiting and double spending. 
The present second part of the Technical Guideline focuses on the frontend systems with which end-users interact. 
The requirements of the frontend are aimed at manufacturers of software and hardware wallets. When implementing these wallets, various basic security features have to be implemented. Essentially, the requirements are aimed at avoiding unauthorised access to the wallets and preventing the initiation of abusive payments. At the same time, a sensible and secure update management system must be implemented for the wallets in relation to those of the backend. In order to achieve these goals, requirements have to be implemented that secure the entire process from onboarding (initial registration) to performing a transaction in a multi-layered manner. However, the frontend system must not only be secure, it must also be easy to use. The easy usability of the wallets must be given. 
In order to appeal to a wide range of users, it is conceivable that a wallet is used in various forms. Wallets can be integrated as an app on a smartphone, as a web frontend or in various form factors such as smart cards or hardware tokens. Due to the heterogeneity of these form factors, some security requirements must be scaled according to the technological framework and implemented according to the possibilities of the form factors.  

[bookmark: _Toc170288596]Annex A: Comparison of CBDC and cash
	Property
	Cash
	CBDC

	Required hardware for end users
	Robust and durable banknotes and coins provided by the central bank; IT hardware in possession of users not required.
	IT hardware with certain security properties (cf. this TR)

	Required hardware for financial backend
	Secure ATMs, sorting and verification machines.
	Highly secure IT hardware for operating the CBDC backend system (cf. TR Backend [1])

	Requirements on electricity, connectivity for transactions
	Generally none.
	Requires electricity, requires internet connection on a regular basis

	Possibility of anonymous transactions 
	Yes.
	Depends on implementation. May be provided up to certain amount of money if associated fraud risk is accepted.

	Copy protection
	Several layers of physical security features.
	Technical and organisational measures

	Robustness to damaging
	May be accepted even if soiled, damaged or technically past its validity period.
	For security reasons cannot be accepted if integrity is violated or validity period has expired. May become inaccessible and thus unusable if storage hardware is damaged or malfunctioning.

	Verification of genuineness
	Using physical security features; ultimate confirmation can only be granted by central bank upon request.
	Instantaneous if connection to confirmation authority is available.

	Scope of individual transactions
	Only local.
	Worldwide (may be subject to political restrictions)


Table 25: Comparison of technical properties of cash and CBDC


	Cash
	CBDC
	Comments on CBDC equivalent

	Changing money
	Notes of appropriate denomination are generated during a transaction.
	Technical process, can be abstracted in user interface

	Issuance of updated banknotes and coins containing new security features
	Update process for changing cryptographic protection.
	Update period must be relatively short to prevent scalable attacks. Unlike cash, new security features will not be transparent to users.

	Physical destruction
	Hardware destroyed, lost or stolen without corresponding authentication factor OR authentication factor destroyed, lost or stolen.
	Recovery might optionally be possible in this case.

	Attachment of debtor’s purse can be enforced physically.
	Debtor needs to perform transfer of funds.
	CBDC does not exist physically. Storage medium can be seized, but stored CBDC cannot be used unless debtor cooperates.

	Entrusting cash to third party (e. g. children) for errands
	Transfer of appropriate amount of CBDC to other wallet and entrusting this to third party.
	Entrusting CBDC wallet including authentication factors to third party is technically possible, but gives unlimited power on stored CBDC funds, which carries risk of abuse even in the future.

	Carrying reduced amount of cash when attending places with increased risk of theft
	Transfer of appropriate amount of CBDC to wallet on separate hardware.
	Carrying hardware containing one’s total CBDC funds increases potential loss from theft (regardless of whether thief can actually use CBDC funds stored on this hardware).


Table 26: Comparison of specific actions for cash and CBDC
[bookmark: _Toc170288597]Glossary
Anonymity
Personal data, i.e. data relating to an identified or identifiable living user, is not used.
Anti-money laundering (AML) 
The aim of anti-money laundering is to detect illegally acquired funds and identify suspicious transactions or activities. International co-operation agreements are in place to support these efforts. Some anti-money laundering laws combine money laundering (which relates to the origin of the funds) with terrorist financing (which relates to the destination of the funds) when regulating the financial system.
App 
A computer programme or software application that is designed to run on a mobile device.
Blocking
In the event of malicious behavior, the wallet will be blocked by the CA. This blocking can only be cancelled with the permission and cooperation of the CA.
Central bank
Ultimate responsibility for the IT security of the CBDC system lies with the corresponding central bank. That notwithstanding, in the present document this term may also cover supporting entities to which the central bank delegates responsibility (cf. 2.2.1 ‘Delegation of responsibility’).
CBDC 
A central bank liability in digital form offered to the general public for retail payments. 
CBDC note
Piece of data representing a certain amount of CBDC, applicable to both token-based and account-based approach (cf. 2.2.4.2 ‘Token-based approach versus account-based approach’). In the account-based approach, an account is treated as one single CBDC note.
Confirmation authority (CA)
Entity controlled by the central bank which is responsible for online validity checks for transactions.
Deactivating
If a wallet is not used for a certain period of time it can be deactivated. This deactivation serves to protect the wallet. Functions that require a regular connection to the backend to receive updates for example, remain unaffected. Deactivation can always be cancelled by the user e.g. by entering a security pin or by topping up a prepaid wallet. 
Distribution
Initial step of putting CBDC notes into circulation. CBDC notes created by the issuer are transferred to exchange points in a distribution transaction.
Double spending 
Double spending refers to the issuing of the same digital token more than once. This risk could exist because, unlike physical cash, a digital token consists of a digital file that could theoretically be duplicated or counterfeited.
Exchange
Transaction between a user and an exchange point for the purpose of converting CBDC notes into other types of money or vice versa.
Exchange point
Service operated by a professional actor that allows exchanging CBDC notes into other types of money or vice versa. May be hosted by commercial banks, be located within the central bank or take the form of top-up terminal provided by a private company.
Form factor 
The form factor of the wallet is used to utilise the CBDC. In general, it is a combination of a piece of hardware - such as a mobile device or physical card - an app and a communication interface that supports various technologies. 
Generation
In the course of a transaction, CBDC notes may be generated if CBDC notes of smaller value are aggregated. The generation of CBDC notes does not change the overall value of CBDC notes in circulation. Not to be confused with creation.
Issuance
Umbrella term covering creation and distribution.
Issuer
Entity controlled by the central bank which is responsible for creating and distributing CBDC notes and providing updates for CBDC notes.
Know your customer (KYC)
KYC involves the identification and verification of new and existing customers on the basis of money laundering requirements. 
Locking
A wallet can be locked at the request of the user, e.g. in case of loss or theft. This locking can be lifted again.
Offline payments
The ability of the digital currency to be processed and used for payments without an internet connection.
Offline scenario
Scenario for the validity check in which a connection to the confirmation authority does not exist. Offline validity checks can only use information that is stored locally or in the CBDC notes.
Online scenario
Scenario for the validity check in which a connection to the confirmation authority exists and it can be queried for information.
Payment
Transfer of CBDC notes between two users.
Point-of-sale (POS) terminal 
A POS terminal is generally a point of sale at which payment can be made. It is often understood to mean cashless payment. A POS can be fixed or run on a mobile device (mPOS).   
Reactivating
With the reactivation of the wallet, the deactivation made by the user himself can be reversed in a controlled manner. Before the wallet can be fully used again, the update of the wallet software, corresponding certificates and connections as well as the CBDC notes are pending.
Recovery
Optional functionality allowing users to recover CBDC notes to which the possibility of access has been irrevocably lost. Recovery is performed by the recovery authority.
Recovery authority
Optional entity controlled by the central bank which is responsible for the recovery process.
Revocation
Process of withdrawing a CBDC note from circulation by permanently invalidating it. Revocation is performed by the revocation authority and decreases the overall value of CBDC notes in circulation. Not to be confused with discarding.
Revocation authority
Entity controlled by the central bank which is responsible for revoking CBDC notes.
Transaction
Umbrella term covering payment, distribution and exchange.
Update
To prevent CBDC notes from losing their security guarantees, it is necessary to update the security functionality in due time. To this end, an update process exists, in which the issuer provides updates for CBDC notes that are applied by the users.
Validity check
Before a transaction is executed, the validity of the involved CBDC notes is checked with respect to various aspects. The validity check is performed by querying the confirmation authority in an online scenario or (if applicable) based on information stored locally or in the CBDC notes in an offline scenario.
Wallet
Wallets are the central component of the CBDC infrastructure for the user. Here, the CBDC notes are not only stored securely, but also the use of the notes is initiated. A wallet is a physical medium consisting of hardware (device, card) or software (program, service).

[bookmark: _Toc170288598]List of abbreviations
AML			Anti-Money Laundering
CBDC			Central Bank Digital Currency
GDPR			General Data Protection Regulation
IDS			Intrusion Detection System
ISMS			Information Security Management System
KYC			Know Your Customer
TR			Technische Richtlinie (Technical Guideline)
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