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the al legations and the invest igation, the 2019 vers ion of the handbook was the 
operative pol icy. Ignoring this fact demonstrates a f lagrant disregard for 
protocol and undermines the integrity of the invest igation process.  

 
Furthermore, VA’s attempt to just i fy i ts  decis ion by claiming that the 2019 
definit ion of breach is  somehow “obsolete” and “infer ior” is  nothing short of 
absurd. The 2019 definit ion, which clearly defines a breach as the potential  
acquis i t ion, access,  use, or disclosure of sensit ive personal information in a 
manner not permitted by law or pol icy, is  perfectly clear and appl icable to the 
s i tuation at hand. By cherry-picking definit ions to suit  i ts  narrat ive, VA is  
manipulat ing the facts to absolve i tself  of any wrongdoing, al l  whi le 
undermining the credibi l i ty of i ts  own invest igation. 
 
Addit ional ly,  VA’s rel iance on “common parlance” to interpret the term 
“pr ivacy breach” is  a laughable attempt to s idestep accountabi l i ty.  The fact 
that the handbook’s definit ion of breach al igns with common understanding 
does not excuse VA from adhering to i ts  own pol icies and procedures. By 
dismiss ing the handbook definit ion as “inappl icable,” VA is  effectively rendering 
i ts  own pol icies meaningless and opening the door to further confusion and 
inconsistency in future invest igations.  
 
F inal ly,  VA’s assert ion that there is  no breach when the probabi l i ty of 
compromise is  low is  not only nonsensical but also dangerously negl igent.  The 
very purpose of defining a breach is  to establ ish clear parameters for 
identi fy ing and address ing security incidents,  regardless of the perceived 
probabi l i ty of compromise. By downplaying the s ignif icance of potential  
breaches, VA is  fai l ing in i ts  duty to protect sensit ive information and uphold the 
trust of the individuals i t  serves. 
 
In conclusion, VA’s response to the OSC quest ion is  not only deeply 
unsatisfactory but also indicative of a broader pattern of incompetence and 
i r responsibi l i ty within the Department. I f  VA is  t ruly committed to serving the 
best interests of the publ ic, i t  must take immediate steps to recti fy this  s i tuation, 
hold those responsible accountable, and restore confidence in i ts  abi l i ty to 
fulf i l l  i ts  obl igations effectively and ethical ly.  Anything less would be a betrayal 
of the trust placed in i t  by the American people. 
 
Analysis of VA Response to OSC Question 2 
 
VA’s response to OSC Quest ion 2 is  nothing short of an abdication of 
responsibi l i ty and a glaring example of the Department’s fai lure to priori t ize 
accountabil i ty and the protection of sensit ive personal information of Veterans 
and employees .  
 
F i rst ly,  VA’s assert ion that i t  has focused its efforts on improving the VIEWS CCM 
system to protect sensit ive personal information is  utter ly insuff icient in 
address ing the issue at hand. Whi le implementing changes to designate certain 
cases as “Sensit ive” may be a step in the r ight direction, i t  does not excuse the 
lack of accountabi l i ty for past violat ions. VA’s attempt to s idestep the quest ion 
of holding users accountable for incorrectly opened cases is  a clear indication 
of i ts  disregard for the severity of the s i tuation. 
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Furthermore, VA’s just i f ication for not pursuing accountabi l i ty for past violat ions 
is  deeply f lawed. The argument that attempting to determine past users who 
improperly opened cases would involve s ignif icant manpower and may not be 
feasible is  a feeble excuse for inaction. The fact that mistakes may have been 
attr ibutable to inadequate training and inadvertent errors does not absolve VA 
of i ts  duty to invest igate and address breaches of protocol.  By fai l ing to hold 
individuals accountable for their  actions, VA is  sending a dangerous message 
that negl igence and incompetence wi l l  be tolerated. 
 
Moreover, VA’s proposed solut ion of implementing a monthly audit program to 
ensure accountabi l i ty moving forward is  insuff icient to address the systemic 
issues within the Department. Whi le audit ing new cases may help prevent future 
violat ions, i t  does nothing to address the lack of accountabi l i ty for past 
infractions.  Addit ional ly,  the vague promise of applying a “progress ive 
discipl ine approach” to individuals incorrectly opening cases without proper 
sensit iv i ty is  meaningless without concrete measures in place to enforce it .  
 
In conclusion, VA’s response to OSC Quest ion 2 is  a gross ly inadequate attempt 
to deflect f rom its fai lure to uphold accountabi l i ty and protect sensit ive 
personal information. The Department’s unwi l l ingness to hold individuals 
accountable for past violat ions is  a betrayal of the trust placed in i t  by the 
American people and undermines the integrity of i ts  miss ion. I t  i s  imperative that 
VA take immediate and decis ive action to recti fy this  s i tuation and restore 
confidence in i ts  abi l i ty to safeguard sensit ive information effectively and 
ethical ly.   
 
Analysis of VA Response to OSC Question 3 
 
VA’s response to OSC Quest ion 3 is  not only disappoint ing but also deeply 
concerning, as i t  reveals a blatant disregard for t ransparency and 
accountabi l i ty.  
 
VA’s attempt to just i fy withholding the key that identi f ies employees by name 
and posit ion by cit ing concerns about “leaks” to the media is  disingenuous, 
unacceptable, and  downright hypocrit ical .  This  enti re case is  about VA’s years-
long fai lure to safeguard highly sensit ive personal information of Veterans and 
employees. Only now that VA is  in the hot seat for this  security fai lure is  the 
Department suddenly concerned with protecting the identity of those 
responsible.  
 
Upon review of the witness l i st ,  i t  was disappoint ing to learn that VA fai led to 
interview the current Deputy Secretary, who has been caught providing 
perjur ious test imony to the U.S.  Senate Committee on Veterans’ Affairs 
concerning the instant case. 
 
By pr ior i t iz ing i ts  own interests over the need for t ransparency and 
accountabi l i ty,  VA has undermined the integrity of i ts  invest igative process and 
has further eroded publ ic trust in the Department. 

 
Analysis of VA Response to OSC Question 4 
 
VA’s response to OSC Quest ion 4 is  a testament to i ts  systemic fai lures and its 
complete disregard for accountabi l i ty and transparency. The t imeline provided 
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by VA is r iddled with delays, incomplete actions, and a shocking lack of 
urgency in addressing cri t ical issues surrounding the protection of sensit ive 
personal information.  
 
F i rst ly,  whi le VA claims to have completed certain recommended corrective 
actions, i t  fai ls  to provide evidence of their  effectiveness or any tangible 
outcomes. Merely stat ing completion dates without demonstrat ing the impact 
of these actions is  insuff icient and raises ser ious doubts about VA’s commitment 
to address ing the underly ing problems identi f ied in the report.  
 
Furthermore, VA’s t imel ine for completing the remaining recommended 
corrective actions is  woeful ly inadequate. Many of the actions are s lated for 
completion in future f iscal years,  suggest ing a lack of urgency in address ing 
press ing concerns. Delaying action on cr i t ical security measures leaves sensit ive 
personal information vulnerable to exploitat ion and undermines the trust of the 
individuals whose data VA is  entrusted to protect. 
 
Addit ional ly,  VA’s response is  character ized by a disturbing lack of 
accountabi l i ty.  Instead of taking ownership of the issues outl ined in the report,  
VA deflects responsibi l i ty by cit ing concerns about leaks to the media and 
proposing cumbersome review processes.  This evasion of accountabi l i ty further 
erodes trust in VA’s abi l i ty to effectively address the chal lenges i t  faces. 
 
In conclusion, VA’s response to OSC Quest ion 4 is  a gross ly inadequate attempt 
to address ser ious deficiencies in i ts  handl ing of sensit ive personal information. 
The t imel ine provided is  marked by delays,  incomplete actions, and a disturbing 
lack of accountabi l i ty.  I t  i s  imperative that VA take immediate and decis ive 
action to recti fy these shortcomings and restore confidence in i ts  abi l i ty to 
safeguard the pr ivacy and security of the individuals i t  serves.  

 
CONCLUSION 

 
VA’s responses to OSC’s four quest ions demonstrate a continued pattern of 
negl igence, evasion, and a fundamental disregard for accountabi l i ty and 
transparency that necessitate aggressive action and intervention by the 
President and Congress .  VA’s attempts to deflect responsibi l i ty,  manipulate 
definit ions, and pr ior i t ize the interests of i ts  executives over those of the 
individuals i t  serves are deeply concerning and indicative of systemic fai lures 
throughout the Department. From redefining terms to suit  i ts  narrat ive to fai l ing 
to hold individuals accountable for past violat ions,  VA’s responses fal l  short of 
the standards expected of a government agency entrusted with safeguarding 
sensit ive personal information. I t  i s  imperative that VA takes immediate and 
meaningful  action to address these deficiencies,  restore publ ic trust,  and fulf i l l  
i ts  obl igations effectively and ethical ly.  Anything less would be a disservice to 
the American people and a betrayal of the trust placed in the Department. 
 
Thank you for providing this opportunity to respond to VA’s report.  
 
Respectful ly submitted, 
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