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pursuant to a contract with Salesforce that is  managed through OIT.   As 
effective as the invest igator might have been, this arrangement creates the 
appearance of an ethical confl ict and should have been avoided. 
 
Data Breach:   Page 17 of the report states,  “It  should be emphasized that there 
is  no evidence that VIEWS vulnerabi l i t ies discussed in this report resulted in a 
pr ivacy breach or has caused harm to Veterans, whist leblowers,  or their  
famil ies.”  This  f inding is  in error.   S imply, the instant invest igation did not 
examine pr ivacy breaches and the harm caused to Veterans, whist leblowers,  
and their  famil ies due to VIEWS’ security f laws—the ass igned invest igator is  
without the capacity, authority,  t raining, and jur isdict ion required to conduct 
such an invest igation.  Thus, VA has no basis to assert that there exists no 
evidence of a pr ivacy breach or result ing harm.   
 
Countless whist leblowers have come forward al leging otherwise unexplainable 
acts of retal iat ion, theft,  vandal ism, threats,  and physical harm after blowing 
the whist le—VIEWS may very wel l  be the source of information that fueled these 
i l legal acts,  but not unt i l  that is  invest igated properly wi l l  we know for certain. 
 
Freedom of Information Act (FOIA) & Pr ivacy Act Requests:   VA claims i t  was 
“unable to substantiate” Al legation 3, which asserts that “VA off icials have 
fai led to include VIEWS in FOIA and Pr ivacy Act requests,  in violat ion of federal 
law and agency directive and handbook provis ions.”  This  f inding is  inval id and 
should be changed to “Substantiated.”   
 
F i rst ,  consider that the report notes that VA’s FOIA Off ice pointed to only three  
instances in which VIEWS was searched for responsive documents even though 
VA processes many thousands  of FOIA and Pr ivacy Act requests annual ly.    
 
Second, consider that in a FOIA request dated August 6,  2021, f rom  
of Empower Overs ight,  VA was asked to provide “al l  records relat ing to … [the 
VA’s] receipt of,  discuss ions related to, processing of,  and response to Senator 
Grass ley’s Apri l  2,  2021 letter to Secretary McDonough and/or his  July 20, 2021 
letter to Secretary McDonough.”  VA’s response to this  FOIA request fai led to 
include responsive documents housed in VIEWS.  I  know this because I  
personal ly saw those records in VIEWS whi le employed at VA and have s ince 
come to learn that VA did not include them in i ts  response to .    
 
Therefore, i t  can be substantiated that VA off icials have fai led to include VIEWS 
in FOIA and Pr ivacy Act requests,  in violat ion of federal law and agency 
directive and handbook provis ions.  Further,  the fact that VA does not track 
Pr ivacy Act requests global ly is  not a reason for VA not to examine this 
component of the al legation—this must be invest igated broadly, as different VA 
off ices may apply different practices. 
 
ADDITIONAL RECOMMENDATIONS 
 
Recommendation 1:  Notify and provide credit protection services to those 
whose sensit ive personal information was marked “not sensit ive” in VIEWS.   
 
Given VA and Salesforce’s years- long fai lure to secure sensit ive personal 
information housed in the VIEWS system, the PI I  and PHI of potential ly mi l l ions of 
Veterans and VA employees have long been freely avai lable for the taking.  
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And no amount of training or annual aff i rmation of VA pr ivacy pol icy by VIEWS 
users is  going to prevent a bad actor f rom vict imiz ing any of these individuals.   
As such, VA should be obl igated to noti fy and provide identity theft protection 
to al l  Veterans and employees whose sensit ive personal information was left 
exposed in VIEWS for any length of t ime.  Through this report,  VA has lost 
credibi l i ty with Veterans and employees, and restor ing that trust involves more 
than f ix ing VIEWS—it requires the protection of those whose trust VA violated by 
making their  PI I  and PHI avai lable for more than 2,000 VA employees and 
contractors to see. 
 
Recommendation 2:  Reopen and revis i t  al l  whist leblower cases cited in VIEWS. 
 
As a whist leblower myself ,  I  am especial ly troubled by the report’s 
acknowledgement that “many thousands of [VIEWS cases] containing detai led 
information about VA employee whist leblower retal iat ion complaints [were] 
potential ly accessible to the very people who were al leged to have committed 
wrongdoing” (p. 10).   This  conclusion alone obl igates VA, OSC, and the U.S.  
Merit  Systems Protection Board (MSPB) to reopen every whist leblower case 
referenced in VIEWS that was closed because the whist leblower was unable to 
prove that the retal iator had pr ior knowledge of the whist leblower’s protected 
activity.  
 
Recommendation 3:   Demand that Salesforce f ix the security vulnerabi l i t ies of 
VIEWS at no addit ional cost.  
 
On pages iv,  v,  18, and 19, there are recommendations for VA to acquire 
“Einstein Data Detect,” a Salesforce product, to help protect pr ivacy in VIEWS.  
I t  i s  diff icult  to understand why VA would pay Salesforce more money to acquire 
another Salesforce product to f ix the security vulnerabi l i t ies of an exist ing 
Salesforce system ( i .e.,  VIEWS).  VA should enforce the terms of the exist ing 
contract and demand that Salesforce correct the problem at no further cost to 
the American taxpayer.  
 
NEW ALLEGATIONS OF WRONGDOING BY VA 
 
New Allegation 1:   In i ts  July 21, 2023 report,  VA improperly used a three-week-
old vers ion of VA Handbook 6500.2 to draw f indings on certain al legations from 
OSC Fi le Nos. DI-22-000680, DI-22-000682, and DI-22-000742, which was not the 
vers ion of VA Handbook 6500.2 in effect in August 2022 when OSC directed VA 
to invest igate and report on the same al legations. 
 
The condit ions that led to the al legations of wrongdoing cited in OSC Fi le Nos. 
DI-22-000680, DI-22-000682, and DI-22-000742 existed when VA Handbook 6500.2 
(March 12, 2019) was in effect.   Further,  that same handbook was in effect for 
nearly 11 months after OSC directed VA to invest igate the al legations.  
However, in what can only be descr ibed as an eleventh hour switcheroo, VA 
brazenly replaced the contents of VA Handbook 6500.2 with a new vers ion that 
coincidental ly l imits i ts  l iabi l i ty in data security s i tuations precisely l ike those 
that impacted the VIEWS system and dis ingenuously cited the revised VA 
Handbook 6500.2 language in i ts  July 21, 2023 report without referencing its  
June 30, 2023 publ ication date or mentioning that an earl ier vers ion was in 
effect when OSC issued its  order to invest igate. 
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That VA evaluated the subject al legations in accordance with the three-week-
old vers ion of VA Handbook 6500.2, and not the one that was in place when the 
al legations were made, is  wrong and should not be permitted.  I f  left  
uncorrected, such would enable any agency or off ice accused of violat ing i ts  
own pol icies to modify said pol icies dur ing an invest igation to evade al l  l iabi l i ty.   
The consequences could be devastating to our nation. 
 
New Allegation 2:   VA executives conspired to delay publ ication of VA’s July 21, 
2023 report to OSC and to modify VA Handbook 6500.2 to l imit  the possible 
f indings of wrongdoing and recommended corrective actions in response to 
OSC Fi le Nos. DI-22-000680, DI-22-000682, and DI-22-000742. 
 
VA was or iginal ly granted 60 days to respond to OSC’s demand for an invest igation 
and report.   However, VA repeatedly requested t ime extensions whi le i t  cobbled 
together a half-hearted solut ion in t ime for the report’s release.  We also learned that 
VA bought t ime to water down the report’s language and even modify internal pol icy 
to soften the blow of the f indings.  Al l  told, VA’s or iginal 60-day turnaround period 
turned into a 353-day charade. 
 
On June 30, 2023, VA’s Ass istant Secretary for Information Technology publ ished a 
revised vers ion of VA Handbook 6500.2 (“Management of Breaches Involving Sensit ive 
Personal Information”),  which redefined the term “breach” such that VA’s fai lure to 
properly secure PI I  and PHI in i ts  VIEWS system no longer qual i f ies as a “breach.”  The 
most recent past vers ion of VA Handbook 6500.2, dated March 12, 2019, defined the 
term “breach” as:  
 

The potential  acquis i t ion, access,  use, or disclosure of VA sensit ive 
personal information in a manner not permitted by law or VA pol icy 
which compromises the security or pr ivacy of that information.  

 
However, the new vers ion defines “breach” as:  
 

A loss or theft of,  or other unauthorized access to, other than an 
unauthorized access incidental to the scope of employment, data 
containing [sensit ive personal information],  in electronic or pr inted 
form, that results in the potential  compromise of the confidential i ty 
or integrity of the data. 

 
Consider ing that this new definit ion (1) was issued just 21 days before VA publ ished its  
July 21, 2023 report to OSC, and (2) specif ical ly al lows for the type of “ incidental” 
access to PI I  and PHI that VA al leges in i ts  July 21, 2023 report to represent the extent 
of access that occurred due to VIEWS system security fai lures,  raises ser ious doubts as 
to the ethical i ty of this  redefinit ion and indicates a concerted, coordinated effort by 
VA executives to protect themselves and VA given the ser iousness of our al legations.  
Even more concerning is  that this  VA pol icy change appears to be in violat ion of the 
Pr ivacy Act, which does not al low agencies to evade responsibi l i ty for “ incidental” 
disclosures of sensit ive personal records. 
 
New Allegation 3:   VA’s new vers ion of VA Handbook 6500.2, dated June 30, 2023, 
includes a revised definit ion of “breach” (vs.  the definit ion in the previous vers ion of 
VA Handbook 6500.2, dated March 12, 2019),  such that i t  v iolates the ‘need to know’ 
provis ion of the Pr ivacy Act (5 U.S.C. § 552a(b)(1)).   
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The Pr ivacy Act states: 
 

No agency shal l  disclose any record which is  contained in a system 
of records by any means of communication to any person, or to 
another agency, except pursuant to a written request by, or with the 
pr ior wr itten consent of,  the individual to whom the record pertains 
unless the disclosure would be […] to those off icers and employees 
of the agency which maintains the record who have a need for the 
record in the performance of their  duties.   5 U.S.C. § 552a(b)(1)  

 
Each t ime one of VA’s 2,000+ VIEWS system users accessed Veteran and 
Whist leblower PI I  and PHI through VIEWS, VA effectively disclosed  that PI I  and 
PHI to the VIEWS system user.   When that that disclosure is  for a legit imate 
business purpose—for example, the disclosure of a Veteran’s social  security 
number through the VIEWS system so the VIEWS system user could track down a 
separate record on behalf of the subject Veteran—there exists an obvious 
“need to know” and thus,  no violat ion of the Pr ivacy Act.  However, when that 
disclosure is  unintentional or without a legit imate business purpose—such as 
when an unrelated VIEWS system user accesses the protected disclosures of a 
Whist leblower in VIEWS or when a VIEWS system user downloads and views the 
wrong Veteran’s DD-214—there exists no “need to know.”  
 
Courts general ly have found that intra-agency disclosures to employees that do 
not have a need for a given record in the performance of their  duties are 
outs ide the scope of the “need to know” disclosure exception.  Thus, by 
effectively al lowing “incidental” disclosures of PI I  and PHI to employees who do 
not have a “need to know,” pursuant to the latest vers ion of VA Handbook 
6500.2, VA is  operating in violat ion of the Pr ivacy Act, which requires a “need to 
know” and provides no exceptions for “ incidental” disclosures.  
 
CONCLUSION 
 
The mishandl ing of sensit ive personal information occurred for three reasons. 
F i rst ,  certain users were knowingly or inadvertently negl igent in applying proper 
sensit iv i ty thresholds to VIEWS system cases containing the PI I  and PHI of 
Veterans and VA employees despite VA security pol icy prohibit ing such activity.   
Second, no technical controls were in place to prevent negl igent users f rom 
fai l ing to protect VIEWS system cases containing PI I  and PHI.   Thi rd, due to a 
lack of overs ight,  the VA Chief of Staff,  VA Executive Secretar iat,  and OIT 
personnel fai led to discover and secure sensit ive personal information marked 
as “not sensit ive” in VIEWS. 
 
Thank you for providing this opportunity to respond to VA’s report.  
 
Respectful ly submitted, 




