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The use of digital technology is expanding across an increasingly wide range of fields. 
At the same time, the volume of information and data is also increasing dramatically 
with the forms in which it is held and used continuing to diversify. Against the backdrop 
of this business environment, in addition to the risks associated with the improper 
handling of information, there are growing concerns surrounding information leaks and 
the adverse effects on the supply chain due to increasingly sophisticated cyberattacks. 
Positioning information security management as one of its important management 
tasks, NSK has established the NSK Group Basic Policy on Information Security*1 and 
is working to reduce a variety of risks while strengthening its response to relevant laws 
and regulations. Moreover, we are promoting initiatives for more robust mechanisms 
and organizational structures, such as network countermeasures, against increasingly 
sophisticated cyberattacks.

By utilizing globally adopted guidelines and frameworks developed by professional 
cybersecurity organizations, NSK is creating a balanced approach to information security 
management in the context of people and organizations, processes, and technologies, while 
incorporating the concept of cyber resilience and working to strengthen these initiatives.

NSK’s Approach Initiatives to Strengthen Information Security Management

*1  NSK Group Basic Policy on Information Security  https://www.nsk.com/information-security/

The NSK Group is enhancing its managerial resources and transforming its business 
through the power of digital technology. NSK established the Information Security 
Division (IT Governance Department, Information Security Promotion Group) under 
the Digital Transformation Division Headquarters at NSK Ltd., the Group headquarters, 
to enable the safe use of digital technology and to globally deploy information 
security enhancement measures that take into account the relationship between 
digital technology and cybersecurity. Moreover, information security‒related risks are 
supervised under the Corporate Risk Management System. Information security is also 
discussed by the Board of Directors as an issue that concerns the Group as a whole. The 
Information Security Division regularly holds global meetings, working in cooperation 
with information security management committees in Japan, the Americas, Europe, 
China, ASEAN and Oceania, India, and South Korea. NSK is working to improve the 
information security management level of the entire NSK Group, and to plan and 
implement information security measures.
Furthermore, NSK has established a CSIRT*2 organization to quickly and appropriately 

respond to cyberattacks, aimed at preventing the spread of damage and facilitating swift 
recovery. NSK is also a member of the Nippon CSIRT Association.

Information Security System

*2  CSIRT is an abbreviation for Computer Security Incident Response Team, an organization that rapidly responds to 
computer security incidents.

*3  Security Operations Center is an organization dedicated to detecting, analyzing, and taking countermeasures to cybersecurity threats.

Strengthening Measures for Normal Times
To reduce risks through understanding and evaluation, as well as rapid detection and 
response, NSK is using external security assessment services to enhance monitoring and 
measures, including the identification of vulnerabilities. In addition, we are advancing 
technical measures to detect suspicious activities and security threats on information 
devices and networks. Information about detected incidents is analyzed by the Security 
Operations Center*3, which then implements countermeasures. With this structure, we have 
established mechanisms for swiftly responding to security incidents. For all employees who 
use computers, targeted e-mail cyberattack drills are conducted in collaboration with system 
management departments at domestic and overseas Group companies, and e-learning 
sessions are regularly held for employees in Japan and abroad. Through training based on 
employee category, such as executives and system management department members, as 
well as training for new employees or employees being assigned to overseas positions, NSK 
strives to maintain and improve the awareness of employees about information security.

Enhancing Incident Response Capabilities
To improve incident response capabilities during emergencies, NSK participates 
every year, including during FY2023, in the NISC/NCA Interdisciplinary Collaborative 
Exercises organized by the National center of Incident readiness and Strategy for 
Cybersecurity (NISC) and the Nippon CSIRT Association. In response to the increasing 
risk of cyberattacks on supply chains, we are enhancing the security posture of plants by 
assessing and managing risks in control equipment and organizing incident response 
drills. We also check the information security practices of business partners and work to 
improve the overall level of security measures.
Furthermore, by utilizing an information security management system, we are 

enhancing the analysis and management of information and reports related to security 
incidents both domestically and internationally, while also maintaining and improving 
procedures and guidelines for incident response, ensuring that this knowledge is applied 
across the organization.
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To ensure the business continuity of organizations and companies, it is essential 
that each employee can respond appropriately in an emergency without relying on 
instructions from a leader. With this in mind, NSK will introduce new training programs 
in FY2024. These programs will 
include learning methods for 
rescuing and aiding causalities 
using disaster simulations, as well 
as provide leadership skills so 
that people can solve problems 
that rapidly materialize during 
a disaster. Plans call for the new 
training to start at a pilot plant 
and then be expanded to other 
locations.
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Sustainability Initiatives05
Business Continuity Management -Initiatives to Strengthen Crisis Management 

and Business Continuity Capabilities-

NSK’s basic policy is to place the highest priority on ensuring the safety of human life, to 
respond to disasters in collaboration with society and to prevent disruptions to essential 
operations and to promptly resume operations in the event of a suspension. 
NSK has established a Business Continuity Plan (BCP). As part of its disaster 

preparedness, NSK focuses on measures to reduce damage in the event of disaster. As 
post-disaster measures, NSK works to shorten recovery times and investigate alternative 
means of conducting business. We also ensure that necessary inventories are maintained 
to fulfill our responsibility to supply products to customers.

NSK’s Approach

As an organization that directly reports to the CEO, NSK has permanently established 
the Crisis Management Committee to oversee initiatives related to business continuity 
management and to foresee the risks that the NSK Group might face. Based on this 
preparedness, NSK has put into place systems during normal times while directing and 
controlling organizations to respond to a crisis in an emergency.

Business Continuity Management Systems

Strengthening the Capabilities of Individuals

In addition, organizations have been established in each region outside Japan to 
oversee business continuity management. The Crisis Management Committee will work 
with these organizations to deal with risks when they materialize.

In light of frequent earthquakes and heavy rainfall, NSK is reflecting on its disaster 
responses to identify areas for improvement in its BCP.
Recent insights have highlighted the need to improve decision-making and 

communication methods when crisis levels escalate outside of normal working hours, 
to better understand the latest hazard information around plants, replenish disaster 
supplies, and ensure the effectiveness of preparedness through exercises.
Based on these reflections, we have carried out inspections of weather-related disaster 

preparedness at all domestic and overseas plants.

Reflections on Disaster Responses

Disaster Simulation Workshops

Please see our 
website for more 
information. ▶ 

Normal Times Emergencies
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https://www.nsk.com/company/sustainability/risk-management/business-continuity-management/



